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About this Guide

The information contained in this document is provided “AS IS” without any warranty.

HID GLOBAL HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO
THE INFORMATION CONTAINED HEREIN, INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT.

IN NO EVENT SHALL HID GLOBAL BE LIABLE, WHETHER IN CONTRACT, TORT OR
OTHERWISE FOR ANY INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING FROM
USE OF INFORMATION CONTAINED IN THIS DOCUMENT.

Windows is a registered trademark of Microsoft Corporation in the United States and other
countries.

1.1 Purpose

This document describes different options how you can manage and use your HID®
Crescendo™ smart card with a variety of software options.

The Crescendo C1150 smart card is versatile and can be deployed in standalone mode (that
is, without any central card management system) or in an enterprise-managed environment
(that is, with a central card management system).

The Crescendo C1150 smart card can be used on a variety of environments, providing a wide
range of strong authentication, digital signature and encryption services — such as secure
Windows logon, secure authentication to web sites, secure authentication to remote sessions,
email digital signature, email and file encryption.

This document presents the services available via the Crescendo C1150 Mini Driver, a free
middleware from HID Global designed specifically for this card. The Mini Driver is compatible
with a number of card management systems (such as Microsoft® Forefront Identity Manager
or HID Global naviGO™) and end-user applications (such as Microsoft Windows®, Internet
Explorer®, Microsoft Office® or Adobe® Acrobat).

The document also presents additional services available via the HID Global ActiviD
ActivClient™ middleware, bringing support for additional applications (such as Mozilla®
Firefox® or remote access / VPN products).

NOTE The instructions provided for third party products are meant as guidance
only. HID Global cannot be held liable for any malfunctioning from
configuring these products; refer to the vendor documentation for complete
information.
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1.2 Audience

This manual is specifically designed for IT administrators, who want to use their HID
Crescendo C1150 card to obtain strong authentication in their Microsoft environment.

1.3 Scope of Document
This document assumes that the system administrator has already installed and configured

other necessary components (such as Microsoft Windows, a certificate server) and that you
have a Crescendo C1150 card.

1.4 Typographic Conventions

Typography Description

Arial bold Action steps: paths, buttons, options (checkboxes). Field and drop-
down list labels. Notes, important notes, and warnings. Emphasis
and captions.

Italic black File names, document titles, and file extensions.

ARIAL BOLD SMALL CAPS “Callouts” used to flag important tips or technical information.
CUSTOM BLUE

Arial blue Cross-references within the document (no underlines).
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2.0 Introduction

2.1 Product Overview

This release of the Mini Driver is designed to support the Crescendo C1150 and is a key
component of the HID logical and physical access convergence solution.

Crescendo smart cards include a PKI chip that provides extended cryptographic capabilities,
expanding the number of supported services:

¢  Authenticate to Microsoft Windows (online or offline).
° Authenticate to secure web sites.
° Authenticate to remote networks via a VPN.

¢  Authenticate to remote sessions authentication using Citrix® or Microsoft terminal
server technologies.

e  Sign emails, forms and documents.
e  Encrypt emails, documents and disks.

The Mini Driver also enables users to personalize their smart cards by:

¢  Defining a PIN code.
e  Downloading certificates.

If the same smart card is used on a workstation with ActiviID ActivClient instead of the Mini
Driver, you have access to additional services, such as:

e  PKl services with a PKCS#11 library (compatibility with Mozilla Firefox, Thunderbird®).
e  Automated configuration for PKI applications (such as Microsoft Outlook).

e  One-Time Password services enabling support for a wider range of remote access and
VPN services.

e User-based card management services (card content viewer, diagnostics tool,
notifications, standalone management services, etc.).
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2.2 Installation and Upgrades

The Mini Driver is a free component and can be automatically downloaded from Microsoft
Windows Update (applicable to Windows 7, Windows Server 2008 R2 and later versions).

NOTE If a supported middleware is already installed on the machine, the Windows
Update download is not triggered.

It is also available for download as a Microsoft Windows installer package (.msi) from the HID
web site http://www.hidglobal.com/main/crescendo/

This is useful for:

e  Older Windows versions where the automatic download is not available.
o  Workstations not connected to the internet, or with Windows Update disabled.

For further information about the installation process, see chapter 3.0 Installing the Mini Driver
on page 15.

In addition, the installer package detects potential middleware existing on the machine and
acts accordingly. For example, if the ActivClient middleware is detected, the Mini Driver
installation is not possible as you cannot have two middleware for the same card on the same
Windows workstation, and as ActivClient provides enhanced services compared to the Mini
Driver.

NOTE If the Crescendo C1150 card is used with its Mini Driver (installed either from
Windows Update or by the MSI package), you can upgrade to ActivClient 6.2
(version 6.2.0.162 or later) to gain access to additional services. When
ActivClient is installed, it takes precedence over the Mini Driver.

2.3 Supported Deployment Modes

This section describes several Crescendo C1150 deployment modes, either in standalone
mode (that is without any central card management system), or in an enterprise managed
environment (that is, with a central card management system).

Some of these deployment modes require the Crescendo C1150 Mini Driver, which is free
middleware from HID Global. Some deployment modes require additional software products,
such as ActivID ActivClient, Microsoft Forefront Identity Manager, and HID Global naviGO.
Contact the product vendor for licensing information.
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2.3.1 Standalone Mode with Mini Driver

This is the simplest (and also least secure) mode in which the Mini Driver can be installed and
used with the Crescendo C1150 card to provide the following services:

e  The card comes with a default PIN code (00000000) that you can change at any time:

e  On Microsoft Windows Vista and 7 - using the native Ctrl+Alt+Del Change
Password feature.

e  On Microsoft Windows XP - using the Microsoft PIN Tool (pintool.exe) included
with the Base Smart Card CSP package.

o  While there is no “simple” PIN unlock feature, if you know the ADMIN Key (set to a
default binary value 000000000000000000000000000000000000000000000000) and
have a tool to generate a response based on the challenge (3DES algorithm), you can
unlock the card.

The user can then use the Microsoft Windows 7 or Windows 8 PIN Unlock user
interface. It is recommended that you use card management software to manage these
keys.

e  You can download a certificate onto the card from the Microsoft Certificate Authority (or
other CA), by selecting the Microsoft Base Smart Card CSP.

e  You can use certificates for standard PKI services based on the Mini Driver, such as
Windows logon, authentication to web sites (with Internet Explorer) and PKI-compatible
VPNs, email signature and encryption (with Microsoft Outlook).

For further information, see chapter 4.0 Managing a Smart Card with the Mini Driver on page
20.

2.3.2 Standalone Mode with Advanced Middleware

Using advanced middleware such as ActivID ActivClient, you have access to additional card
management services, and you can use your card with more applications.

. You can initialize a Crescendo C1150 card with the ActivClient PIN Initialization Tool,
resetting the PIN from the default value and obtaining a static unlock code.

e  You can change the PIN using the ActivClient PIN Change Tool (on any Windows
version).

. If the card PIN is locked, you can unlock it with the static unlock code displayed at
initialization.
. You can reset the card with the ActivClient PIN Initialization Tool.

e  You can download a certificate onto the card from the Microsoft CA (or other CA) by
selecting the ActivClient CSP.

e  You can use certificates for standard PKI services based on the CSP or PKCS#11
technologies, which provides more options than in the previous mode — such as
Windows logon, authentication to web sites (with Internet Explorer or Mozilla Firefox)
and PKIl-compatible VPNs, email signature and encryption (with Microsoft Outlook or
Lotus Notes).

e  The user can use other ActivClient services for improved usability (card management
utility, card activity notification, application auto-configuration, etc.).
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For further information, see chapter 6.0 Managing a Smart Card with ActivClient on page 73.

2.3.3 Managed Mode with Microsoft Forefront Identity Manager (FIM)

In this mode, the card is managed with Microsoft Forefront Identity Manager (FIM), and end
users can use the card on their workstation with either the Mini Driver or with advanced
middleware.

e  The card is managed by Microsoft FIM 2010 via the Mini Driver.

e  The card comes with a default PIN (00000000) and default ADMIN Key (binary value
000000000000000000000000000000000000000000000000).
The Administrator imports this data into FIM.

e With FIM, the administrator can load certificates on the card (and update them later),
and unlock the card PIN if it is locked.

. If the end user has the Crescendo C1150 Mini Driver on his workstation, he can use
certificates for standard PKI services based on the Mini Driver.

e Ifthe end user has ActivClient on his workstation, he can use certificates for standard
PKI services based on the CSP or PKCS#11 technologies. He can also use other
ActivClient services for improved usability.

For further information, see chapter 5.0 Managing a Smart Card using Microsoft Forefront
Identify Manager (FIM) on page 50.

2.3.4 Managed Mode with HID Global naviGO

In this mode, the card is managed with naviGO; end users use the card on their workstation
with the Crescendo Mini Driver.

e  The card is managed by naviGO via the Mini Driver.

o  With naviGO, the administrator can load certificates on the card (and update them
later), and unlock the card PIN if it is locked.

e  The default PIN code (00000000) is used during the issuance process.

e  The default ADMIN Key is 000000000000000000000000000000000000000000000000
(binary value).

. The end user has the Crescendo C1150 Mini Driver on his workstation; he can use
certificates for standard PKI services based on the Mini Driver.

e naviGO also provides emergency access authentication in case the card is lost or
forgotten.

For further information, see chapter 7.0 Managing a Smart Card with naviGO on page 85.

2.3.5 Managed Mode with HID Global 4TRESS AAA Server

In this mode, the card is managed with 4TRESS AAA Server 6.7 (version 6.7.2.15 or later),
and end users can use the card on their workstation with the ActivClient middleware (version
6.2.0.162 or later).
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4TRESS AAA Server adds one-time password services to Crescendo C1150 cards, enabling
support for legacy applications that are not PKl-enabled, such as many remote access and
VPN applications.

e The card is managed by 4TRESS AAA Server via the ActivClient middleware.

e  The administrator initializes the Crescendo C1150 cards with 4TRESS AAA Server,
adding one-time password (OTP) capabilities to the cards.

e  Administrators or end users can download a certificate onto the card from the Microsoft
CA (or other CA), by selecting the ActivClient CSP.

. If the card PIN is locked, you can unlock it with the challenge/response unlock code
managed by 4TRESS AAA Server.

. The end user has ActivClient on his workstation; he can use certificates for standard
PKI services based on the CSP or PKCS#11 technologies.

e He can also use the Crescendo C1150 for remote access/VPN services using one-time
passwords.

e He can also use other ActivClient services for improved usability.

For further information, see section 8.0 Managing a Smart Card with 4TRESS AAA Server on
page 97.

2.3.6 Managed Mode with HID Global ActivID CMS and ActivID CMS Appliance

To deploy Crescendo cards with ActiviD Card Management System (CMS), use the
Crescendo C1100 instead of the Crescendo C1150.

To deploy Crescendo cards with ActiviD CMS Appliance, use the Crescendo C800 instead of
the Crescendo C1150.

2.4 Choosing Smart Card Middleware
You have a choice of Crescendo C1150 smart card middleware for end user workstations:

. You can choose to deploy the Crescendo C1150 Mini Driver, which is available free of
charge.

e  You can choose to deploy the ActivClient software that provides enhanced capabilities.
This section presents the similarities and differences between the two options.

2.4.1 Services Available with Both Mini Driver and ActivClient
Both middleware options support the same applications for PKI services:
e  Windows Logon
o  Web authentication with Internet Explorer and Google Chrome
. VPN authentication with Windows, Cisco, Juniper, etc.
e  Authentication to Citrix or Terminal Server sessions
e  Email signature and encryption with Microsoft Outlook and Exchange
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e  Document signature with Microsoft Office and Adobe Acrobat

e  File encryption with Windows EFS

e  Disk encryption with Windows BitLocker To Go

e  Compatibility with more applications based on Microsoft CAPI / CNG

Both middleware options support some basic card management services:

e  PIN change

e  PIN unlock (with Mini Driver, not applicable to all deployment modes — requires a card
management system or utility to support the challenge / response unlock model)

2.4.2 Additional Services Available with ActivClient
The following services are available only with the ActivClient middleware:

o ActivClient is compatible with a wider range of PKI-enabled applications thanks to a
PKCS#11 compliant library:

¢ Web authentication with Firefox.
e Email signature and encryption with Lotus Notes and Thunderbird.
o Compatibility with more applications based on PKCS#11.

¢ ActivClient provides usability enhancements with Microsoft Outlook, enabling users to
sign and encrypt emails without the need to learn how to configure and use it.

o Outlook is automatically configured on card insertion with the user’s signature and
encryption certificates. This guarantees that users are using up-to-date credentials,
and no longer use software certificates. This also automatically configures the hash
and encryption algorithms for consistency within an organization.

o Certificates are automatically published to the Exchange Global Address List (GAL)
on card insertion. This guarantees that all email encryption is performed with up-to-
date certificates.

¢ Contacts’ certificates are automatically added to the user’s Outlook Contacts upon
reception of an email.

e Option to automatically decrypt and save encrypted emails. This guarantees that
older encrypted emails can be read even if old encryption key is not on the card.

e ActivClient provides usability enhancements with Firefox and Thunderbird, making it
easier to use PKI services with Mozilla products: ActivClient PKCS#11 library is
automatically registered into these apps, to automatically enable new users with smart
card services, negating the need for additional configuration and training.
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e ActivClient enables using smart cards with additional credentials than PKI keys and
certificates. ActivClient supports one-time passwords (OTP) on the Crescendo C1150
card, enabling organizations to use smart cards for remote access (authentication to
VPNSs) even if these systems are not PKI-capable. Organizations that have deployed
an OTP Strong Authentication Server (such as 4TRESS AAA Server) and OTP
hardware tokens or soft tokens can now deploy smart cards to additional users and
enable a mixed OTP token / Crescendo smart card deployment. This enables a smooth
transition to PKI environments.

e ActivClient includes a User Console to view and edit the card content (certificates and
other credentials). This console helps identify certificates on the card vs. all the
certificates loaded on the PC, as Windows does. The console also enables importing
keys and certificates into the card, and exporting certificates from the card. Users can
also select a “default certificate” in the case several Windows Logon certificates are
present on the card.

e  ActivClient includes utilities to manage the Crescendo smart cards in standalone mode:
initialization, unlock, reset cards. This provides organizations with a simple and efficient
model to deploy and manage smart cards in small deployments when a card
management system may be considered too complex.

° ActivClient includes a smart Card indicator icon in Windows notification area, which,
helps identify when the card is in use.

e ActivClient provides notifications to end users, helping them use and manage their
smart card. For example:

o Certificate expiration notification, informing users that their certificates need to be
updated before they expire, preventing users to log on.

o Unattended card notification, reminding users to take their card when they leave
their workstation.

e No smart card reader notification, informing users when no reader is detected.

e ActivClient has close to 100 policies, enabling organizations to configure the
middleware to match their specific security and usability requirements. For example:

e Option to unregister certificates on card removal or logoff: this is a security feature
for shared workstations.

e PIN cache for increased usability: the ActivClient PIN Cache provides a sort of
SSO for the PIN: users enter the PIN once, use it for multiple services (Windows
Logon, secure email, secure web, etc.), and securely! PIN Cache policies provide
the right mix of security and usability; for example PIN Cache timeout (by default
15 min — configurable), or “Per-process” PIN cache (one PIN entry per application).

e  ActivClient supports additional smart cards in addition to the Crescendo C1150, and is
certified by NIST and GSA to support the FIPS 201 PIV standard smart cards.
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3.0 Installing the Mini Driver

3.1 Mini Driver System Requirements

One of the following Microsoft operating systems is required:

e  Windows XP SP3 (32 and 64-bit)

¢  Windows Vista SP1 (32 and 64-bit)

e  Windows 7 and Windows 7 SP1 (32 and 64-bit)

e  Windows 8 (32 and 64-bit)

e  Windows Server 2003 (32 and 64-bit)

e  Windows Server 2008 and 2008 SP2 (32 and 64-bit)
e  Windows Server 2008 R2 (64-bit)

e  Windows Server 2012 (64-bit)

NOTES e Microsoft Windows XP and Server 2003 require a Windows update
available at http://support.microsoft.com/kb/909520 to install the Microsoft
Smart Card Base CSP.
e The Crescendo C1150 Mini Driver is supported with PC/SC smart card
readers.

3.2 Automatic Download

Crescendo C1150 Mini Driver can be downloaded automatically using the Microsoft Windows
Update feature.

When you insert the Crescendo C1150 card into a reader connected to Microsoft Windows 7
or Windows 8 (32 and 64-bit) workstation, or Windows Server 2008 R2 or Windows Server
2012 (64-bit) server, the driver is automatically downloaded and installed.

3.3 Manually Download and Install the Mini Driver

If the automatic download is not available, the Mini Driver can also be downloaded as a
Windows Installer (MSI) package from HID’s web site:
http://www.hidglobal.com/main/crescendo/.

. Crescendo C1150 Mini Driver x64 2.0.msi
. Crescendo C1150 Mini Driver x86 2.0.msi
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1. Launch the Mini Driver setup using the .msi file that corresponds to your operating
system.

-

13! Crescendo C1150 Mini Driver %86 - InstallShield Wizard
m‘ Welcome to the InstallShield Wizard for
Crescendo C1150 Mini Driver x86

The Installshield(R) Wizard will install Crescendo C1150 Mini
Driver %36 on your computer, To continue, dick Mext.

Crescendo CI1150

Mim Drwer WARNIMG: This program is protected by copyright law and
international treaties.

< Back [ Mext = ] [ Cancel

2. Click Next.
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1) Crescendo C1150 Mini Driver 186 - InstallShield Wizard [E5m]

License Agreement
Please read the following license agreement carefully.

End User License Agreement for HID Global Crescendo C1150 Mini Driver =~
L

IMPORTANT - CAREFULLY READ ALLTHE TERMS AND CONDITIONS OF THIS
EMD USER LICEMSE AGREEMENT FOR HID GLOBAL CRESCENDO C1150 MINMI
DRIVER (THIS "AGREEMEMT") BEFORE INSTALLING THE HID GLOBAL
CRESCENDO C1130 MIMI DRIVER SOFTWARE AND ACCOMPANYING
INTEGRATIOM GUIDE USER DOCUMEMNTATION (THE "SOFTWARE"). BY
CLICKING “I ACCEPT.” OR PROCEEDING WITH THE INSTALLATION OF THE
SOFTWARE, OR USING THE SOFTWARE YOU ["YOU") ARE INDICATIMG THAT 7

(@ I accept the terms in the license agreement

(7 I do not accept the terms in the license agreement

InstallShield

< Back ][ Mext = ] [ Cancel

3. Select | accept... and click Next.
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]

13} Crescendo C1150 Mini Driver 86 - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield -

< Back I[ 'ﬁ'lnstall ][ Cancel

4. Click Install.
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1! Crescendo C1150 Mini Driver 186 - InstallShield Wizard

m‘ InstallShield Wizard Completed

The Installshield Wizard has successfully installed Crescendo
C 1150 Mini Driver k86, Click Finish to exit the wizard,

Crescendo CI 150

Mini Driver

< Back Finish Cancel

5. Click Finish.
The Mini Driver is installed in the following directory:

[ProgramFiles\HID Global\Crescendo C1150 Mini Driver

3.4 Uninstall the Mini Driver
You can remove the Crescendo C1150 Mini Driver using the standard Add/Remove Programs

(Microsoft Windows XP) or Programs and Features (Microsoft Windows 7 and Windows 8)
tools.
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4.0 Managing a Smart Card with the Mini Driver

This section explains how to issue a smart card for other users as well as for you.

NOTE Enrollment for a smart card certificate must be a controlled procedure, in the
same manner that employee badges are controlled for purposes of
identification and physical access.

The recommended method for enrolling users for smart card-based
certificates and keys is through the Smart Card Enroliment station that is
integrated with Certificate Services in Microsoft Windows Server 2008.

Therefore, section 4.2 describes the process of how to enroll for a smart card
user or smart card logon certificate through the Smart Card Enroliment
Station. This process is likely completed by your system administrator.

As a user, request your own certificate through the Microsoft Certificate
Services interface on your local workstation. In this case, a domain user
cannot enroll for a Smart Card Logon certificate (which provides
authentication) or a Smart Card User certificate (which provides
authentication plus the capability to secure e-mail) unless a system
administrator has granted the user access rights to the certificate template
stored in Active Directory. This is described in section 4.3.

4.1 Prerequisites

e  Microsoft Windows 2008 Server is installed and configured as a Primary Domain
Controller.

e Active Directory is configured to manage users and computers.
o  DNS Server is configured with your domain name.

o Internet Information Services (IIS) is installed (to be able to request a certificate through
the Smart Card Enroliment Station.

e  Microsoft Windows Certificate Services is installed and configured.

e  Microsoft CA is configured with an issuance Certificate Template for smart card logon
onto the domain. It must include the following certificates:

o Enroliment Agent - a certificate intended for the entity that should be able to enroll
certificates for other entities than itself. For example, when an administrator wants
to deploy smart card logon certificates for the employees in an organization, he
would require an “Enroliment Agent” certificate.

¢ Smartcard Logon - intended for smart card logon onto the domain.

¢ Smartcard User - an all-round certificate, intended both for smart card logon and,
for example, signing and encrypting e-mail messages and web authentication.

e  Microsoft CA Registration Authority (RA) station is created with:
o All the drivers required for your HID Crescendo C1150 card and smart card reader.

Page 20 of 115 November 2013

© 2013 HID Global Corporation. All rights reserved.



m HID Global Crescendo C1150 — Administration Guide

¢ An Enroliment Agent Certificate configured with Microsoft Enhanced
Cryptographic Provider 1.0 or similar as the CSP.

4.2 Issuing a Smart Card using Microsoft Certificate Authority

4.2.1 Enroll a Smart Card for a User with Internet Explorer

1. From the enroliment station, connect to the “Smart card Certificate Enroliment Station”
web page of the CA.

This smart card enroliment web page can be found at http://<machine-name>/certsrv/
where the <machine-name> is the machine where you have installed the CA.

Select Request a certificate.
Select advanced certificate request.

Select Request a certificate for a smart card on behalf of another user by using the smart
card certificate enrollment station.

The Smart Card Certificate Enroliment Station window opens.

NOTE If you encounter an “ActiveX” error upon connecting to this page, see section
10.1 ActiveX Error During Certificate Requests on page 109.

5. Under Enrollment Options:
From the Certificate Template drop-down list, choose Smartcard User.

7. From the Cryptographic Service Provider drop-down list, select Microsoft Base Smart
Card Crypto Provider.

8. Ensure the correct Enroliment Agent certificate is selected in the Administrator Signing
Certificate box.

9. Select a User to Enroll by clicking Select User.

10. Enter the user name in which you are enrolling a certificate in the Enter the object name
to select field.

11. Click Check Names to verify the entry, and then click OK.

12. Verify the user's smart card is inserted into the smart card reader.
13. Click Enroll to enroll a smartcard user certificate for the user.

14. Enter the PIN, and then click OK to continue.

After the certificate request has been made, the CA will sign the request and return a
certificate. This certificate is automatically placed on the smart card. You might be
prompted to confirm the issuance of a certificate.

At the end of the smart card enrollment process, you are informed that the smart card is
ready for use.
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15. You can verify if the certificate contains the correct personal information about the user by
clicking View Certificate. You also have the opportunity to enroll a new user by clicking
New User.

4.2.2 Enroll a Smart Card for a User with MMC
1. Open the management console by typing mmc in the Start > Run menu.

2. Add the Certificates snap-in from the File > Add/Remove Snap-in menu.
3. Right-click on the Certificates node.
4

Go to All Tasks, then Advanced Operations, and then click Enroll on behalf of.

I Certificate Enrollment =10l x|

| Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless netwarks,
protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You are logged onto the domain for your organization

Learn more about digital certificates

Mext I Cancel

5. Click Next.
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M Certificate Enrollment -0l x|

| Certificate Enrollment

Select Enrollment Agent Certificate

You need an enrollment agent certificate in order to sign a certificate request on behalf of other users. Click Browse to
locate a signing certificate, and then didk Mext.

Signing certificate

|| Browse ... I

Learn more about Enroll for Certificates on Behalf of Other Clients

Cancel |

6. Browse to the Enroliment Agent Certificate that you created on the enroliment station.
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I Certificate Enrollment

| Certificate Enrollment

=10 x|

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enrall.

™ Administrator 1) STATUS: Available Details(¥) 2.

(" Basic EF5 1) STATUS: Available Details ¢!

(" EFS Recovery Agent 1) STATUS: Available Details ¢!

" Enrollment Agent 1. STATUS: Available Details (!

(" Smartcard Logon 1 STATUS: Available Details !

{" Smartcard User 1 STATUS: Available Details (! :|
-

™ Show all templates
Learn more about certificate types

Mexk Cancel

7. Select Smartcard User, and expand the Details view.
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I Certificate Enrollment =10l x|

| Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enroll.

=

{” Smartcard Logon 1 STATUS: Available Detais !
{* Smartcard User 1) STATUS: Available Details (&
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key endpherment
Application polides:  Secure Email

Client Authentication

Smart Card Logon

Validity period (days): 365

Properties |
=]

[ Show all templates
Learn more about certificate types

Mext I Cancel

8. Click Properties.
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Certificate Properties x|

Private Key | Certification Autherity I

Cryptographic Service Provider &)
A C5P is a program that generates a public and private key pair used in many certificaterelated

proCesses,

Select cryptographic service provider (CSP):

¥ Microsoft Strong Cryptographic Provider {Encryption) -
[™ Microsoft Base Cryptographic Provider v 1.0 {Encryption)
[~ Microsoft Base DSS and DiffieHellman Cryptographic Provider (Encryption)

¥ Microsoft Base Smart Card Crypto Provider (Encryption)

™ Microsoft DH SChannel Cryptographic Provider (Encryption) LI

[~ Show all C5Ps

Learn more about private key

K I Cancel Apply

9. Make sure that Microsoft Base Smart Card Crypto Provider is selected as the CSP,
and click OK.
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M Certificate Enrollment -0 =|

| Certificate Enrollment

Select a user

To request a certificate on behalf of another user, enter the formal name or domain name of that user. For example,
Firstname Lastname, username, or domain'username.

User name or alias:

Browse...

Learn more about Enroll for Certificates on Behalf of Other Clients

Cancel |

10. Click Browse to select the user for whom you want to enroll the smart card.

Select this object type:
ILlser Object Types...

From this location:
ISan'DDB.cum Locations...

Enter the object name to select (examples):

Eheck Hames

i

Advanced... | ] I Cancel |
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11. Enter the user name, and click OK. If necessary, click Check Names to make sure you
have selected the correct user.

Insert smart card x|

Please insert a smart card into the smart card
reader to save the new certificate.

If the smart card is already in the reader, remove the smart
card and insert it again.

Mote: This certificate cannot be saved on the smart card used
to sign the certificate request.

12. When prompted, insert the smart card into the reader.
13. If you are prompted to enter the PIN, do so and then click OK to continue.

After the certificate request has been made, the CA will sign the request and return a
certificate. This certificate is automatically placed on the smart card.
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I Certificate Enrollment =10l x|

| Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

[+ Smartcard User W STATUS:Succeeded Details (!

Finish |

14. Click Finish.
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4.3 Importing Certificates Using Microsoft Windows

You can download PKI certificates from the CA onto the smart card using Internet Explorer or
Microsoft Management Console (MMC).

4.3.1 Download a PKI Certificate with Internet Explorer

Microsoft Active Directory Certificate 3

s Semices - CAZ010

Advanced Certificate Request

Cenrtificate Template:

Smartcard User -
Key Options:
@ Create new key set (0 Use existing key set
CSP: |Microsoft Base Srart Card Crypto Provider -|
key Usage: @ Exchange
Koy Size: 1024 17022 (common key sizes: 1024 2048 )

@ Automatic key container name () User specified key container name
hark keys as exportable

[[|Enahble strang private key protection

Additional Options:

Request Forrmat: @ CMWIC O FRCS10

Hash Algarithm:  shal -
Oty wsed to sign request.,

[T Save request

Attributes:

Friendly Marne:

When creating the certificate request, make sure that the Microsoft Base Smart Card
Crypto Provider is selected as the CSP.
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You will then be prompted for your PIN code to sign the certificate request, and asked to
install the certificate on your smart card.

4.3.2 Download a PKI Certificate with MMC
1. Open the management console by typing mmc in the Start > Run menu.

2. Add the Certificates snap-in from the File > Add/Remove Snap-in menu.

Consolel - [Console Rooth\ Certificates - Current User\Personal\Certificates] [
File Action View Favorites Window Help !
s 2@ 0olc=HE ;
_| Console Root Issued To : Issued By 1.
a _&bJ Cv:ertlflcates - Current User 133va202 CA2010 i
4 || Personal :
| T:LIE All Tasks 2 Request Mew Certificate... j
, '_. Ente View 5 Import... q
» || Inte ) )
L Act Mew Window from Here Advanced Operations L 5
’ — Trus Mew Taskpad View... }
» ._ Lnt _r
| Thin Refresh 1
> [ Trus Export List...
- || Sma i
Help
ke et - ) J.l__m_-,_ - — i ’I

3. Right-click on the Certificates node.
4. Go to All Tasks, and then click Request New Certificate.
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P o

[o ][O ]

| Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Learn more about digital certificates

I Mext I[ Cancel

5. Click Next.
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=N Eol =
| Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate termplates,
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy

W
Configured by you Add MNew

Learn more about certificate enrollment policy

I et I[ Cancel

6. Verify that the correct Enroliment Policy is configured and click Next.

November 2013

Page 33 of 115

© 2013 HID Global Corporation. All rights reserved.



HID Global Crescendo C1150 — Administration Guide m

i "

[= ][O /=]

| Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enrall.
[T Smartcard Logon 1) STATUS: Available Details »
Smartcard User ,grj STATUS: Available Details
[] Srnartcard User key exportable Jr.ﬂ STATUS: Available Details w
[ User 1) STATUS: Available Details »
[T] User Signature Only 1) STATUS: Available Details v |E|

-

[] Show all templates

Learn more about certificates

Enroll ][ Cancel

7. Expand the Details view to display the template settings.
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b O S|

| Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enraoll.
Smartcard User Jrj STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Secure Email

Client Authentication

Srnart Card Logon

Validity pericd (days): 365

| .1

Properties

1

[] Show all templates

Learn more about certificates

Enroll ][ Cancel

8. If you need to edit the template settings, click Properties, and then select the Private
Key tab.
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Certificate Properties @

| General | Subject | Extensions | Private Key |Cerﬁﬁcatiun Auﬂmrity|

Select cryptographic service provider (C5P):

[] Microsoft Strong Cryptographic Provider (Encryption) -
[] Microsoft Base Cryptographic Provider v1.0 (Encryption)

[] Microsoft Base DSS and Diffie-Hellman Cryptographic Provider (Encryption)
EMicmsnﬂ Base Smart Card Crypto Provider (Encryption)

[ Microsoft DH SChannel Cryptographic Provider (Encryption)

[] Micrasoft Enhanced Cryptographic Provider v1.0 (Encryption)

m

m

[] Show all C5Ps

Key options A
Set the key length and export options for the private key.

Key size: |1024 =

[ Make private key exportable
[] Allow private key to be archived

[] Strong private key protection

Learn more about private key

I Ok I[ Cancel ]I Apply I

9. Make sure that the Microsoft Base Smart Card Crypto Provider is selected as the CSP
and that the Key size is set to 1024 or 2048.

10. Click Apply and then OK.
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-

[= ][O /=]

| Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enrell,
Smartcard User H{J STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Secure Email

Client Authentication

Srnart Card Logon

Validity pericd (days): 365

|,

1

[] Show all templates

Learn more about certificates

I Enroll I[ Cancel

11. Click Enroll.

You might be prompted to enter your PIN code.
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=) Certificate Enrollment

Reques Windows Security @
Theenrd ' Enter PIN. Enrolling for: Smartcard User
_— Please enter your PIM,
Active
5m
PIN
| "'."l |
' Click here for more information
oK ’ Cancel
- =]

12. Enter the PIN code and click OK.
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fo &S]

—) Certificate Enrollment

Certificate Installation Results

The following certificates have been enrclled and installed on this computer,

Active Directory Enrollment Policy
Smartcard User J STATUS: Succeeded Details w

The new certificate and the corresponding key are stored on your smart card.
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4.4 Changing the PIN Code Using Microsoft Windows
You can change the PIN code using tools specific to your operating system.

NOTE The default PIN code is 00000000.

4.4.1 Change the PIN Code on Microsoft Windows Vista, Windows 7 or
Windows 8

You can change the PIN code using the Change Password option from the
CTRL+ALT+DELETE feature.

Smart card PIN change

OMMIKEY AG Smart Card Reader USE D
Enteryour old PIN and your new PIN.
[ PN _
[ New PIN |

oo commaon el

! Other Credentials ; i.

1. Enter the current PIN code in the PIN field (the default PIN code is 00000000).
2. Enter and confirm the new PIN code, and then click the arrow (or press Enter).
The new PIN code must meet the PIN policy:

e PINis 4 to 14 characters long.
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e Weak PIN values are not allowed (a PIN is considered weak if the difference
between consecutive characters is fixed — for example, 1234, ABCD, 86420,
acegik are considered weak PINs).

rf:‘\,' : :
( ] )] Windows Security
o

You have successfully changed y

3. Click OK to return to your Windows session.

4.4.2 Change the PIN Code on Microsoft Windows XP

You can change your PIN code using the Microsoft PIN Tool (pintool.exe) included with the
Base Smart Card CSP Package (for further information, see
http://support.microsoft.com/kb/909520).

The PINTool.exe is located in the %WINDOWS%\system32 directory.

1. Insert a valid smart card into the reader.
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Insert Smart Card

@ A zmat card has been selected. Press OF to continue.

] ][ Cancel ]I Detailz »>»

2. Click OK.

Smart Card PIN Tool

| Change PIN | Linblack |

To change wour Smart Card PIM, enter the old FIN and the
desired new PIN and presz the 'Change PIM' button below.

Old PIM ' i

e PIN | [

Canfirrn Mew PIN | [

Cloze

3. Enter your current PIN code in the Old PIN field (the default PIN code is 00000000).
4. Enter and confirm the new PIN code, and then click Change Pin.
The new PIN code must meet the PIN policy:

e PINis 4 to 14 characters long.

o Weak PIN values are not allowed (a PIN is considered weak if the difference
between consecutive characters is fixed — for example, 1234, ABCD, 86420,
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acegik are considered weak PINs).

Change PIN | Unblack

To chiange your Smart Card PIM, enter the old PIM and the
desired new PIM and press the 'Change PIM' button below,

PIN Tool |

QIdPIM |
PIM change succesded. )
Hew PIM [
S el
Coanfirrn MHew [
|
5. Click OK.
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4.5 Unlocking the PIN Code Using Microsoft Windows

The Crescendo C1150 PIN will lock if the user presents six consecutive incorrect PINs. When
the PIN is locked, you cannot use the card until you unlock the PIN.

In this deployment mode, an additional tool is needed to generate the cryptogram based on
the input challenge and the default ADMIN key (binary value
000000000000000000000000000000000000000000000000).

Other deployment modes with a central card management system are recommended for a
simplified unlock process.

4.5.1 Unlock the PIN Code on Microsoft Windows Vista, Windows 7 or
Windows 8

NOTE In order to get access to the Microsoft SmartCard Credential Provider
Unblock Feature, the following policy must be enabled by launching Microsoft
Management Console (mmc), and then by adding the “Group Policy Object”
Snap-In:

Local Computer Policy\Computer Configuration\Administrative
Templates\Windows Components\Smart Card\Allow Integrated Unblock
screen to be displayed at the time of logon

If you try to log on with a blocked smart card, or if you exceed the number of incorrect PIN
entries, you are prompted to unlock the smart card.

The system could not log you on. The smart card is Eh'j-k' ﬁ&d.-__lﬂ ontact your administratorfor
instructions on how to unblock your smart card. T

NOTE The Microsoft Windows refers to the smart card being “blocked”; this is similar
to the smart card PIN being “locked”.

1. Click OK to start the procedure.

Alternatively, you can use the Change Password option from the CTRL+ALT+DEL menu.
In coordination with your administrator, you obtain an unlock code based on the
generated challenge.
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2. Select Unblock smart card.
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Smart card unblock
CIFMIKEY AG Smart Card Feader UbE‘f'l

Please contact your administrator for |r1':truct|nnr on how fo unb[uck ],.rpur'\‘sma |
. T
ﬂ Unblock smart cand: ==
2383 1825996 A12C 8

| Response

e

Ny |

| Mew PIMN confirmation @

3. Provide the Challenge to your administrator, who will generate the unlock code.

NOTE If your administrator does not manage your Crescendo card, you can generate
the unlock code using the HID Global Crescendo C1150 Unblock utility available
at http://www.hidglobal.com/drivers.

4. Enter the unlock code in the Response field.

5. Enter and confirm a new PIN code.
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-,
!

LN _ ;
\ 1 ) Windows Security

You have successfully unblocked your smart card.

6. Click OK to return to your Windows session.

4.5.2 Unlock the PIN Code on Microsoft Windows XP

You can unlock your PIN code using the Microsoft PIN Tool (pintool.exe) included with the
Base Smart Card CSP Package (for further information, see
http://support.microsoft.com/kb/909520).

The PINTool.exe is located in the %WINDOWS%\system32 directory.

1. Select the Unblock tab in the Smart Card PIN Tool.
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Smart Card PIN Tool

| Change PIN | Unblack. |

To unblock vour card, pou will need to call vour smart card
adminiztrator and read the information from the Challenge box to
the technician. v'ou will chooze a new PIM for your card.

Fresz the 'Unblock' button to begin.

Challenge | |

Cloze

NOTE The Microsoft Windows refers to the smart card being “blocked”; this is
similar to the smart card PIN being “locked”.

2. Click Unblock to generate the unlock challenge.
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Smart Card PIN Tool

Y'our zmart card administrator will give vou data to bype inta the
'Reszponze’ box, and then you must enter a new PIM. Do nat
remote your card untl pou are prompted to do o,

Presz the '0K!' buttan to finish unblocking your card.

Challerge \02E1 5761 AC71 EDFE |

Responze || |

Cloze

3. Provide the Challenge to your administrator, who will generate the unlock code.

NOTE If your administrator does not manage your Crescendo card, you can generate
the unlock code using the HID Global Crescendo C1150 Unblock utility available
at http://www.hidglobal.com/drivers.

4. Enter the unlock code in the Response field.

5. Then, enter and confirm a new PIN code, and then click OK.

PIN Tool

Unblock succeeded. It is now safe ko remove your smark card,

6. Click OK to return to your Windows session.
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5.0 Managing a Smart Card using Microsoft Forefront
Identify Manager (FIM)

Forefront Identity Manager (FIM) 2010 delivers solutions to manage user accounts and
access, password- and certificate-based credentials such as smart cards, and identity-based
policies across Windows and heterogeneous environments.

5.1 Prerequisites

Page 50 of 115

Install the Crescendo C1150 Mini Driver (either from the Microsoft Windows Update or
from the HID web site http://www.hidglobal.com/main/crescendo/).

Install and configure Microsoft Forefront Identity Manager (FIM) 2010 server as
described in the Microsoft technical guide — http://technet.microsoft.com/en-

us/library/fim-cm-getting-started-test-lab-guide(WS.10).aspx

Select a view
Profile Details
Cuplicate Palicy
Enroll Palicy
Online Update Policy
Replace Policy
Recover On Behalf Policy
Renew Pabcy
Suspend and Reinstate
Policy
Disable Policy
Retire Policy
Temporary Cards Palicy
Unblock Policy
Offline Unblock Policy

Quick Links
Manage Profile Templates
Main Menu

You can review and change settings for this profile template.

General Settings

* Change general settings

Certificate Templates

This section allows you to manage certificate templates for this profile template. This profile te

Selected Template common name (click to edit)

ACSmartcardUser

*  Add new certificate template

?* pelete selected certificate templates

Smart Card Configuration

This section displays smart card settings, including information about the card provider and c

Make sure that the profile template is configured so that the ADMIN key is diversified
during the initialization.

E

4

FIM CM Sampi
FIM CM Samp!
2
Description o
1]

s

"

s e P

a3

d—':f-.a_.—nm,_,_.“_

Microsoft Sm.
MSBaseCSP
+
N
*
S
{Templateicn
Unlimited

s |
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5.2 Initialize a Permanent Card
NOTE The default PIN code is 00000000.

The card is also personalized with a default ADMIN Key set to the binary
value 000000000000000000000000000000000000000000000000.

1. Log on to Forefront Identity Manager Certificate Management console.

Micronaft®

Forefront 1

Identity Manager 2010 ]
# Home

Select a view Welcome FIM\Administrator to the Microsoft Forefront Identity Manager 2010 - Certificate

Manager operations

| Manage my info FIM Certificate Management (FIM CM) enables you to request new certificates and smart c
Requests Common Tasks
Approved [5] -:,l,.'_'_‘ Use this section to perform the following tasks:

Executable [12] =

? Request a new set of certificates
* Reguest a permanent smart card
¢ Request a temporary smart card
* Complete a request with one-time passwords

¢ Change my smart card PIN

View My Information
Use this section to view the following information:

L WS TR i BT IS S Sraere e Y

Vi
@ Show details of my certificate
@ Show details of my smart card
@ Show my request history
e . e bl ke ek Bk s ohisn e s PP .

2. Inthe Manage my info view, select Request a permanent smart card.
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Micrasaft*
Forefront

Identity Manager 2010 L

& Profile Selection : Permanent Smart Card Help

3.

You can select a profile template for enrollment.

Select a Profile Template
Select the profile template you want, and then click Next. Profile template:

() Copie de FIM CM Sample Smart Card Logon Profile Template
@ FIM CM Sample Smart Card Logon Diversify Profile Template

) FIM CM Sample Smart Card Logon Profile Template

Select the profile template and then click Next.

The certificates are generated and the card is initialized.

FIM CM SEmart Card Client PIN Entry

PIM Information

Mew PIM:

Confirm PIM:

valid | PIN Rule

yES Maximum PIM length: 14
VES Minimurm PIM length: 4
] 1 3

Page 52 of 115

When prompted, enter and confirm a PIN code for the card, and then click OK.
Important: The PIN must respect the specified PIN Rules.

e PINis 4 to 14 characters long;

o Weak PIN values are not allowed (a PIN is considered weak if the difference
between consecutive characters is fixed — for example, 1234, ABCD, 86420,
acegik are considered weak PINs).
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et | _J
Forefront E
Identity Manager 2010 i
Request Complete Help
Quick Links The following summarizes the request that was just executed.
Request Summary
Smart Card Details Request Summary
For mare details about the request, click the request type.
Enroll
Completed
FIM\Adminigtrater
Monday, January 16, 2012 10:46:41 AM
Smart Card Summary
For more information, click the profile name.
MSBaseCSP:{33343035-3931-3135-3931-303032443242}
Active
View pending requests Main Menu

The card is now ready to use.

5.3 Change the PIN Code Using FIM

Micrasaft*

Forefront m

Identity Manager 2010

Select a view Welcome FIM\Administrator to the Microsoft Forefront Identity Manager 2010 - Certificate Management Portal.

Manager operations

Manage my info FIM Certificate Management (FIM CM) enables you to request new certificates and smart cards, and manage the certificates and smart cards that have been provided to you.

Requests Common Tasks
Approved [5] e Use this section to perform the following tasks:
Executable [12]

@ Request a new set of certificates

* Request a permanent smart card

@ Request a temporary smart card

@ Complete a request with one-time passwords
I @ Change my smart card PIN I

View My Information
Use this section to view the following information:
g4

@ Show details of my certificate

@ Show details of my smart card

@ Show my request history

1. In the Manage my info view, select Change my smart card PIN.
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FIM CM Smart Card Client PIN Entry

PIM Information

Old PIM:

Mew FIM:

Confirm PIM:

Valid PIM Rule

yeSs Maximum PIM length: 14
yes Minimum PIM length: 4
4 1} | ¥

| QK I Cancel

Enter your current PIN code.

Enter and confirm your new PIN code, and click OK.

NOTE Your PIN code is checked to make sure that it meets the length
requirements, and that it is not weak (a PIN is considered weak when the
difference between consecutive characters is fixed — for example, 1234,
ABCD, 86420, acegik).

Microsoft® [
Forefront: F
Identity Manager 2010 i
P8 Change Your Smart Card PIN Help
Quick Links Your smart card PIN has been successfully updated.
Main Menu
Co |
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5.4 Unlocking the Smart Card Using FIM - Online

The Crescendo C1150 PIN will lock if the user presents six consecutive incorrect PINs. When
the PIN is locked, you cannot use the card until you unlock the PIN.

5.4.1 Unlock the Smart Card as an Administrator

1. Log on to Forefront Identity Manager Certificate Management console and select the
Manager operations view.

Requests ’
Pending [0] Common Tasks
Approved [11] rar Use this section to perform actions on users, such as enroll, revoke, recover, or view requests that nel
Executing [8] X order to perform an action on that usar. P

2 Enroll a user for a new set of certificates or a smart card
* View requests that need approvals

? View requests that need completion

Manage Users And Certificates
Use this section to perform actions on a user or on a certificate. You will have to search on the user

ﬁ certificate.

?* Find a user to view or manage their information

L P W

* Find a certificate

?* Find a certificate revocation list

Manage User Smart Cards

a.—. Use this section to manage a user’s smart cards. You can view details of a smart card and perform a
¥ Unhlock a user's smart card
# Find a s/ Us

e the search page to find a smart card and unblock
? View del it. I'

Requests
a Use thiz section to manage requests. You can cancel 8 request you intiated that iz in the pending stat
view request information

* Find a request

]
L T

A e - _Bmwstcng‘nplﬂﬂdrcg_ggsts a i . L i i s

2. Under Manage User Smart Cards, select Unblock a user’s smart card.
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fB Search for Smart Cards ; ?
You can find particular smart cards. EDEEIF'( yaur seanrch cntena, and click Search, *
".
User Criteria 4
You can search by the user to whom the cards are assigned, Do one of Mame:
the following: 3
Look Up... |
3
= Type the nama in the following format: i
Domainname, Logonname
* Click Look Up... ’
Smart Card Criteria J
¥ou can find smart cards based on properbes that include the date Profile template:
range when the smart card was assigned to the user, Select profils tamplate < {
Prowvider: i
Senial number: ;
Smart card state:
Aall -
Rewvoked:
Any ¥
Expired:
Ay -
Aszignad on or after:
Midlyy j
Assigned on or before: 4
Midiyyyy 1
Reused cards: f
Digplay current assignmeant of cards
Search Result Format g
iy ; = "
- R ou can ss!:ﬁ.tbgcnln ﬂ:;_vw hanwu:'ﬂvnﬁ s:il.ch__rcsu!ts. ’EGJFC?C_I‘-‘ s ’{:E;um_n P S

3. Search for the required user using the Look Up function.
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€ | Microsoft Forefront Identity Manager 2010 Certificate Management -- Webpage...ﬁ

Search for Users and Groups

Complete yvour search criteria and click Search

Search for the following:

Location:
rall -

Mame:

a

Search Cancel

User Lagon
FIM\ Administrator

Ch=Administrator, CM=Users, DC=FIM, DC=test ]

https:/fvmfimad/C +/ Trusted sites | Protected Mode: Off %
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f& Search for Smart Cards

Quick Links This page displays the list of smartcards that matched your search eriteria.

SEECT Search Results

Selact & spacific smart card to:

* View detailz of the smart card.
* Unblock the smart card.

T2 wpermanent card TF =Duplicate card B° =Temporary card

Set Up Columns ...

T VT Sy T G Ve P

Senal number Prowider Status Assigned User
i {33343035-3630-3433-3531-30303,,, MSEaseCse Active FIM\Administrator
5 {33343035-3630-3433-3931-30303,,, MSBaseCSP Retired FIM\Administrator
"_-'{33343335.3931_3135_3931.39393_.. M5BasaCSF Disabled FIM\administrator
4% {33343035-3931-3135-3931-30303... M5BaseCSP Retired FIM\Administrator
42{33343035-3931-3135-3931-30303.., M5EaseCSP Retired FIM\Administrator
45{33343035-3931-3135-3931-30303... M5BaseCSP Retired FIM\Administrator
¥5{33343035-3931-3135-3931-30303,,, M5BaseCS? Active FIM\Administrator
e Rk e e e [ T

4. In the returned results, select the smart card to unlock.

PE Review Details of a Smart Card Profile Help
Quick Links Your smart card contains at least one certificate. If there are multiple certificates, you can manage them together. To define the certificates, your smart card has an associated
Return profile template.
L Detail i
Ms;,.: M:naul : Smart Card Information

—_—— This section displays details about your smart card and its certificates, operations you can perform on the card, and associated management operations.

rial number: {33343035-3630-3433-3931-303030324630}
MSBaseCSP

Primary

o

BSA FIM CM Sample Smart Card Logon Profile Template
il

Active

6/23/2011 3:56 PM

FIM\Administrator

Smart

Certific ed on this smart card:

Common name certificate template Status Archived Expires

Users Administrator FIMCMUser valid " 7/19/2012 11:04:00 AM
Users Administrator FIMCMSmartcardLogon Valid w 7/19/2012 11:04:00 AM

@ Replace smart card that was lost or is no longer available
@ Renew this smart card
¢ Disable this smart card
Suspend this smart card
I Unblock this smart card I
@ Modify the smart card PIN

@ puplicate this smart card

@ Retire this smart card

Smart Card Operations
This section lists the operations that have been performed on your smart card. For details, click the operation name.

Request Originator Submitted Completed
Unblock FIMYAdministrator 11/22/2011 3:35 PM
Enroll FIM\Administrator 7/20/2011 11:08 AM 7/20/2011 11:14 AM

5. Verify the smart card details and then select Unblock this smart card.
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6. Follow the Unblock Wizard instructions (see section 5.4.3 Using the Unblock Wizard on
page 60).

5.4.2 Unlock the Smart Card as an End User

Select a view Welcome FIM\Administrator to the Microsoft Forefront Identity Manager 2010 - Certificate Management Portal.

Manager operations
FIM Certificate Management (FIM CM) enables you to request new certificates and smart cards, and manage the certificates and smart cards that have been provided to you.
Requests Common Tasks

Approved [5]
Exccutable [12]

Use this section to perform the following tasks:

° Request a new set of certificates

° Request a permanent smart card

¢ Request a temporary smart card

* Complete a request with one-time passwords
o Change my smart card PIN

View My Information
Use this sectien to view the following infermation:
Gh

# Show details of my certificate

I > Show details of my smart card I

® Show my request history

1. In the Manage my info view, select Show details of my smart card.

fB Review Detalls of a Smart Card Profile

Y

Quick Links Wour srnart card containg at least one certificate, If there are multiple certificates, you can manage them together. To define the certificates, your amart car
Return profile template. 1
55:: s::ls Smart Card Information :

T This section displays details about your smart card and its certificates, operations you can perform on the card, and associated management ODEJ
{33343035-3931-3135-3931-303032443242}
MSBaseCSP 1
Primary
o k)
BSA FIM CM Sample Smart Card Logon Profile Termplate
9
Active
11672012 10:46 AM
FIM\Administrator }
4
Common name Certificate template Status Archived Expires 3
Users Administrabor FIMCHUser Wahd ® 1715/2013 :D:J‘):ﬂﬂ{
Users Administrator FIMCMSmartcardLogon Walid ® 17152013 ID:39:O?
* Replace smart card that was lost or is no longer available
# Renew this smart card e
* Disable this smart card
* suspend this smart card
* Unblock this smart card
#* Modify the smart card PIN
* Duplicate this smart card
* Retire this smart card
e s la  aa . - R e S g i il b s i il R _ P S — -

2. Verify the smart card details and then select Unblock this smart card.
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3. Follow the Unblock Wizard instructions (see section 5.4.3 Using the Unblock Wizard on
page 60).

5.4.3 Using the Unblock Wizard
As part of the smart card unlock process, the Unblock Wizard launches.

If configured, the wizard prompts for additional data.

P8 Smart Card Unblock Request Wizard

ou can quickly initiate your smart card unblocking request.

Data Collection
Type the information reguired, and then click Next. Items marked Sample Data Item: ~
with an astensk are reguired,

Tip For more infarmation about B item, rest your Mouse point aver
the fiald where yeu type.

Additional Information
Specfy any comments or additional infarmatien, Comments:

Hext Cancel

1. Enter the data and click Next.

FIM CM Smart Card Client PIN Entry

PIM Information

New PIN: |

Confirm PIM; |

Valid PIM Rule

Maximum PIM length: 14
Minimum PIM length: 4

| I Cancel
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2. Enter and confirm a New PIN code, and then click OK.

NOTE Your PIN code is checked to make sure that it meets the length
requirements, and that it is not weak (a PIN is considered weak when the
difference between consecutive characters is fixed — for example, 1234,
ABCD, 86420, acegik).

The new PIN code must respect the specified PIN rules.

ﬂl Request Complete

Quick Links The following summarizes the request that was just executed.

Regquest Summary
Smart Card Detaals

Request Summary
For more details about the request, click the request type.

Unblock

Completed

FIM\Administrator

Monday, Janusry 16, 2012 10:55:02 AM

Smart Card Summary

For more information, click the profile name.

MSBaseCSP:{33343035-3931-3135-3931-303032443242}
Actrve

View pending requests Main Menu

5.5 Unlocking the Smart Card Using FIM - Offline
The Crescendo C1150 PIN will lock if the user presents six consecutive incorrect PINs. When

the PIN is locked, you cannot use the card until you unlock the PIN.

5.5.1 Verify that the Offline Unlock Policy is Enabled

To be able to perform the Offline Unlock operation, the profile template must have the Offline
Unblock Policy enabled.

1. Log on to Forefront Identity Manager Certificate Management console, and select the
Manager operations view.

November 2013 Page 61 of 115

© 2013 HID Global Corporation. All rights reserved.




HID Global Crescendo C1150 — Administration Guide

Pending [0] Common Tasks
Approved [13] 1= Use this section to perform actions on users, such as enroll, revoke, recover, of view requests that need approval or completion. You will have to searc

Executing [8] =1} order to perform an action on that user.

# Enroll a user for a new set of certificates or a smart card
* View requests that need approvals
* Wiew requests that need completion

- Bt sbssilon

Manage Users And Certificates
Use thiz section to parform actions on a user or on a certificate. You will have to search on the user {or certificate) in order to parform an action on that

ﬁg certificate,
? Find a user to view or manage their information
* Find a certificate

# Find a certificate revocation list

A

Manage User Smart Cards
J_' Use this section to manage & user’s smart cards. You can view details of a smart card and parform actions on the smart card, such as unbleck.

* Unblock a user’s smart card
* Find a smart card
@ Wiew details of the smart card currently in the reader

Requests
. Use this secticn to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a reguest
E wiew request information

* Find a request
* Browse completed requests

* Distribute one-time passwords for a request

;m,ﬁih-u Ak A b it b

Administration
Use this sechen to manage profile templates.

* Manage profile templates

Reports Change options on profile templates. Use this link to L
. Use this saction | £dit a profile template. s, profiles, or smart cards. Click an the report and then input the necessary criteri
3 e
. I ,.,H-- L L S P Ny J—— R e sl e

2. Under Administration, click Manage profile templates.

ofile Template Management
Views You can list profile templates, and then select one to change or copy.
All profile templates
e T el pProfile Template List
ternplates Ta change a profile template, click the template name.
Software profile
templates To copy a template, select the check box, and then dick Copy a selected profile template.
-
Quick Links Selected Mame (click to edit) Feead only Supports smart cards Version 1
Main Menu Copie de FIM CH Sample Smart Card Logon ... X 4 8
FIM CM Sample Profile Template w w 1]
FIM CH Sample Smart Card Logon Diversify... X 4 2 é
I FIM CHM Sample Smart Card Logon Profile T,,, I! N 19
¥ Copy a selected profile template }
— N ' e . “_.-__,..‘_.. e X - _ ke e ik - - PR

3. Select your profile template.
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“SEIECT & VIEW AT GG o e T
Prafile Details
Duplicate Policy General Settings i
Enroll Policy file te ¥ FIM CM Sample Smart Card Logon Prafile Template
Online Update Policy file b2 1 5 11 FIM CM Samiple Smart Card Logon Prafile Template ‘
Replace Policy file t ate v 19 ]
Recover On Behalf Policy ¢ Description of the template goes here
Renew Palicy 5 | emrtifiesl i}
Suspend and Remnstate pport art card v
Policy
Disable Palicy > : yYRLan key ® i
Retire Policy
Temparary Cards Palicy * Change general settings J
Certificate Templates |
This section allows you to manage certificate templates for this profile template, This profile template includes the following certificate templ
Quick Links ¥ 9 9 4
Manage Profile Templates Selected Template common name (click to edit) Template display name q
Main Menu ACSmartcardUser AC Smartcard User J
a A
Add new certificate template
® Delete selected certificate templates }
Smart Card Configuration ;
This section displays smart card sattings, including information about the card provider and certificate authority (CA) certificatas,
Microsaft Smart Card Base CSP ’
MzBasalSP
v
-r'
*®
-r'
te B Templatalon
e i SIS gy Cemgewen) e

4. Inthe left menu pane, select Offline Unlock Policy.

November 2013 Page 63 of 115

© 2013 HID Global Corporation. All rights reserved.




HID Global Crescendo C1150 — Administration Guide m

Select 3 view ¥ou can set up how to offine unblock a smart card for another user, including settings for workflow and data collection.
Prafile Detailzs
Duplicate Policy Workflow: General
Enroll Policy This section displays workflow settings for offline unblocking a smart card.
Online Update Policy
Replace Palusy I.
Recover On Bahalf Policy
Renew Policy
Suspand and Reinstale
Palicy
DCisable Policy
Retire Policy
Temporary Cards Pohcy I * Change general settings I
Unblock Policy
Offline Unblock Palicy

el N LN

Workflow: Initiate Offline Unblock Requests
This section lists users and groups that can initiate an offline unblock request for this profile template.

Quick Links
Manage Profile Templates Selected Frincipal (elick to adit) Offlime Unblock initiate
Main Menu HT AUTHORITY\SYSTEM rant
FIM\ Damain Adming Srant
Flﬂ\ﬂd miinistrator Grant
FIM\wvpe Grant

*  Add new principal for offline unblock request initiation

*  pelete principals for offline unblock request initiation

Workflow: Unblock Agent for Offline Unblock Requests

This section lists users and groups that can execute an offline unblock reguest for this profile template.

Salacted Frincipal (glick to edit) Cffline Unblock agent
HT AUTHORITY\SYSTEM Grant
FIM\ Administrator Grant
FIM\wvpe Grant

*  Add new principal for unblock agent

i At e B e S ot Tt A e s At 2 i Sl

- Eletu principals for unbleck agent
- " & r.— g C . e AR el

5. Under the Workflow: General section, verify that the policy is enabled.

If it is not, click Change general settings to enable the policy.

5.5.2 Launch Offline Unlock Request
1. Tolaunch an Offline unlock request, return to the Manager operations view.
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Pending [0] Common Tasks
Approved [13] '?IT". Uea thiz saction to parform sctions on usars, such &t anroll, revaks, reasover, or '.-ltv-"
Executing [3] ¥ order to perform an action on that user,
# Enroll a user for a new set of certificates or a smart card
# View requests that need approvals
*  View requests that need completion ;
Manage Users And Certificates
Use this sectan to parform actions on & user or on a certificate. You will have to saa
Eﬁ certificate.
? Find a user to view or manage their information 1
* Find a certificate
#  Find a certificate revocation list
Manage User Smart Cards §
—_ Use this section to manage a user’s smart cards. You can view details of a smart urd1'

7=

#* Unblock a user's smart card

* Findasma’,

the search page to find a smart card and unblock |
+ View detail J

Requests
. Usae this secthon to manage requests. You can cancel a request you initiated that is in
E wigw PEJuesE infarmatian

- —_ ) Flnsla‘""""".“ e ik il e e i . f

2. Under Manage User Smart Cards, click Unblock a user’s smart card.
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fB Search for Smart Cards ; ?
You can find particular smart cards. EDEEIF'( yaur seanrch cntena, and click Search, *
".
User Criteria 4
You can search by the user to whom the cards are assigned, Do one of Mame:
the following: 3
Look Up... |
3
= Type the nama in the following format: i
Domainname, Logonname
* Click Look Up... ’
Smart Card Criteria J
¥ou can find smart cards based on properbes that include the date Profile template:
range when the smart card was assigned to the user, Select profils tamplate < {
Prowvider: i
Senial number: ;
Smart card state:
Aall -
Rewvoked:
Any ¥
Expired:
Ay -
Aszignad on or after:
Midlyy j
Assigned on or before: 4
Midiyyyy 1
Reused cards: f
Digplay current assignmeant of cards
Search Result Format g
iy ; = "
- R ou can ss!:ﬁ.tbgcnln ﬂ:;_vw hanwu:'ﬂvnﬁ s:il.ch__rcsu!ts. ’EGJFC?C_I‘-‘ s ’{:E;um_n P S

3. Search for the required user using the Look Up function.
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€ | Microsoft Forefront Identity Manager 2010 Certificate Management -- Webpage...ﬁ

Search for Users and Groups

Complete yvour search criteria and click Search

Search for the following:

Location:
rall -

Mame:

a

Search Cancel

User Lagon
FIM\ Administrator

Ch=Administrator, CM=Users, DC=FIM, DC=test ]

https:/fvmfimad/C +/ Trusted sites | Protected Mode: Off %
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P& Search for Smart Cards

Quick Links Thes page displays the list of srmartcards that matched your sesrch critens.

Seerch Boein Search Results
Selact a specfic smart card to:

# \iew details of the smart card.
* Unblock the smart card,

s

% mpermanent card 8 =Duplicate card B =Temporary card

St Up Columns ...

gl num Provider Status assigned User
ey 33343035-3931-3135-3931-30303,, H580scCSP Active EIM\wpe
‘--{guﬂngg_aggl_al?z IR WATAD HCBaselSP Retired FIM'wpe
‘:{snﬂbﬂs-lﬂil-S i% Click to view details CEazalSP Active FIMywpe
n~ .I_,-...-ll-& . _._..-L-u- - .- P R " " I ———— ) P — f- .

4. Select the smart card to be unlocked.

B Review Details of a Smart Card Profile 4

Quick Links Yaur smart card contains at least one certificate. If there are multiple certificates, you can manage
Feben profile template.
:T:J: ﬁi:_:ls Smart Card Information
'EF' This section displays details about your smart card and its certificates, oparations you
: ¢
ard cEria br: {33343035-3931-
Prowvider MS5BasaCSP
Card Typs Framary
- = 1]
stE RAMmE FIM CM Sample
emiplate versior 17
ird status Active
i dake 17262012 12:05
to FIM\wpe

Common name Certificate template

5
4
Users vpe ACSmartcardUser i

# Unblock this smart card
IiI Offline unblock this smart -:.|:|1|

e oetreiisEmart cagd LT e

5. Click Offline unblock this smart card.
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pita Smart Card Offline Unblock Request Wizard

Quick Links You can easily complate required information to initiate an offline unblock request. Complete the information neaded, and then click DIK.

Main Menu

Specily any comments or additicnal infarmation. Cormirants:

[ ]
Additional Information i

P . ’-—-- P S = S ] e L— __.__._,-._,.__3

6. Enter any additional information and click OK.

Request Status

You can check the status of & FIM CM request. If the request is spproved and requires & password, this page lists your one-tsme passwords,

Request Status
Thes section displays the reguest status, alang with additional information about the request.

Offfsne Unblock

FiM CM Sample Smart Card Logen Profile Template
Approved

Thursday, January 26, 2012 3:06:50 FM

Not complete

FIMwps

FiM\Adminestrator

7. Click Execute.

fi@ Offline Unblock: Compute Response

Challenge | |

Response

_ Resct Challenge | | o te Response |
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8. Ask the smart card user to provide the challenge displayed when they attempt to unlock
the smart card using the native Windows tools (see section 4.5 Unlocking the PIN Code
Using Microsoft Windows on page 44).

Offline Unblock: Compute Response

Challenge CBBFSDES408CF3CE

Response

Reset Challenge Compute Response

9. Enter the Challenge and click Compute Response.

Offline Unblock: Compute Response

Cha||enge CBBFYDES408CF3CE
Response ACDFBDY97698B54D8
Reset Challenge | Compute Response

10. Provide the computed Response to the smart card user and instruct him to enter it into
the corresponding field in the Windows unlock dialog.
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5.6 Reset the Smart Card Using FIM

1. In the Manage my info view, select Show details of my smart card.

& Review Details of a Smart Card Profile

Quick Links Your smart card contains at least one certificate. If there are multiple certificates, you can manage them together. To d
r— profile template.
Liser Details
' Smart Card Information
Maan Menu
r-‘-. - Thas sechion displays detalls about your smart card and s certificates, operations you can perform on the ca
b
{33343D35-3931-3135-3’5-31-33 3']3244]}
M5EaseCSF
Frimary

9
Active

11872012 10:46 AM
FishAdministrakor

1
BSA FIM CM Sample Srmart Card Lnl:nﬂi

Common name Certificate template Status

Users Administrator FIMCMUser valsd

Users Administrator FIMCMEmartcardLogon valsd

* Renew this smart card

* Disable this smart card

#* Syspend this smart card

# Unblock this smart card

# Modify the smart card PIN
# Duplicate this smart card

Betiee this smart card

Smart Card Operations
This saction lists the operations that have beean padformead on your smart card. For detals, chck the operabon name.
- - A b ko s e - A b a -

|
|
J
]

2. Click Retire this smart card.
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F Retiring Smart Card

Quick Links Below is & list of actions to perform on the smart card as part of the card retirernent process.
Main Mer
Request Details Smart Card Information
Smart Card Details Details of the smart card being processed in the reguest.

{33343035-3630-3433-3931- 303030324538}
MSBaselSP

Commen name Certificate template Status Archived Expires

Users Administrator ACEmartcardUser Revoked ® 1'%/ 2013 3:27 PM

Actions to perform on the smart card
The following actions will be performad on the smart card. Flease snsure the card is inserted into the reader and click “Next™ to continue.

"

x
x
7

wummw“

3. Verify the actions that will be performed when the card is retired and click Next.

B® Request Complete

Quick Links The fallewing summarizes the request that was just sxecuted.
Reguast Surmmary
Srnrt Card Details Request Summary

For more details about the request, chek the request type.,

Retire j
Completed
FlMAdministrator i

Tuesday, Janusry 10, 2012 £:14:05 P
Smart Card Summary
For more informatian, click the profile name.

MEBaseCSP:{13343035-3630-3433-3931- 103030324536}
Retired

Wiew D!ndlni-
-— B R e B b P YU Y g P A R P T W S S T Y AR S YA v S S ¥ e R A Y AP

The smart card ADMIN key is set back to the initial value, all the PKI containers are reset, but
the PIN code is unchanged.
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6.0 Managing a Smart Card with ActivClient

ActivClient enables the use of PKI certificates and keys, one-time passwords and static
password credentials on a smart card or USB token to secure:

e  Desktop applications

e  Network logon

e Remote access

e Weblogon

e E-mail messages

e  Electronic transactions

In addition to smart card middleware (Cryptographic Service Provider and PKCS#11 libraries),
ActivClient includes additional utilities that enable you to manage your smart card, including:

. User Console
. PIN Initialization Tool
e PIN Change Tool

The next sections present common card management operations with ActivClient. See the
ActivClient documentation for complete instructions on installation, management and usage
services.

6.1 Issue a Smart Card with ActivClient

When you receive a blank smart card, you must initialize it using the ActivClient PIN
Initialization Tool.

1. Use one of the following options to launch the ActivClient PIN Initialization Tool:

e From the ActivClient notification area icon:

Right-click on the icon and select PIN Initialization Tool in the menu:
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Open

Get One-Time Password
PIM Change Tool

PIM Initialization Tool

Advanced Configuration Manager
Advanced Diagnostics

About

Exit

e From the ActivClient User Console:

r

ActivClient - Broadcom Corp Contacted SmartCard 0
File Edit View | Tools | Help

N iﬂ, Mew Card... @ @
bl

- Change PIM... Ctrl+E
# % Tasks View w

Unlock Card...
Reset Card...

View Unlock Code...

Advanced 4

From the Tools menu, select New Card.

e From the Start Menu:

J ActivIdentity
Advanced Configuration Manager
4 Advanced Diagnostics
. ActivClient
@ PIN Change Tool
& PIN Initialization Tool |
@' Troubleshooting
User Console

Select PIN Initialization Tool in the menu.

Page 74 of 115 November 2013

© 2013 HID Global Corporation. All rights reserved.



HID Global Crescendo C1150 — Administration Guide

-

i,
% ActivClient - PIN Initialization Tool |2 ||

Enter the PIM code you want to use and dick Mext to start

Actividentity the initizlization process,
ActivClient PIN code: ||
Confirm:

Your new PIMN must meet the following conditions:

Iy T E3  Must contain at least 4 characters
a Must not exceed 14 characters
a Must not be weak or easy to guess (e.g. 1234)
a Must be carrectly confirmed
ﬂETI‘h‘@ENTlTY

2. Enter and confirm a PIN code and click Next.

The PIN code must meet the specified conditions.
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S ActwChient - PIN Initiahization Toal [~ 8|3

Your smart card has been initialized successfully.

Actividentity
ActivClient @ Your Unlock Code

Here is your unlock code. Write it down and store itina
safe place.

In the future, if you enter too many incorrect PIN's, your
card will lock, In this case, you wil need this unlodk code to
use your card again.

Unlock Code: | 2786-01DB-32B0-0A33

[ Mever display the Unlock Code again

To dose this wizard, dick Finish.

AETIU@ENTJTY

e | [t

3. Make a note of your unlock code and store it in a safe place.

If you do not select the Never display the Unlock Code again option, the unlock code
will display each time you enter your smart card PIN code.

4. Click Finish.

6.2 Change the PIN Code with ActivClient

1. Use one of the following options to launch the ActivClient PIN Change Tool:

e From the ActivClient notification area icon:

Right-click on the icon and select PIN Change Tool in the menu:
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Open

Get One-Time Password
PIM Change Tool

PIM Initialization Tool

Advanced Configuration Manager
Advanced Diagnostics

About

Exit

e From the ActivClient User Console:

[

ActivClient - Broadcom Corp Contacted SmartCard 0

File Edit View qulslﬂelp

(73 Mew Card...
Q@ 4t f
: - Change PIM... Ctri+E
- Tasks View
Unlock Card...
Reset Card... Card
View Unlock Code... o

|E%

Advanced k

From the Tools menu, select Change PIN.

e From the Start Menu:

J Actividentity
Advanced Cenfiguration Manager
4 Advanced Diagnostics
. ActivClient
| @1 PIN Change Tool |
@ PIN Initialization Tool
@ Troubleshooting
User Console

Select PIN Change Tool in the menu.
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-
2 ActivClient - PIN Change Tool

A=)

Actividentity
ActivClient

JEI.I:TI"I.J’(E:]EI'HTIT"IIr

Flease enter your current PIN and the new PIN you want
to use,

Enter your PIN: |

Enter Mew PIM:
Confirm Mew PIN:

Your new PIM must meet the following conditions:
Must contain at least 4 characters
Must not exceed 14 characters

Must not be weak or easy to guess (e.g. 1234)

cage

Must be correctly confirmed

2. Enter your current PIN code.

3. Enter and confirm a PIN code and click Next.

The PIN code must meet the specified conditions.

6.3 Unlock the Smart Card Using ActivClient

If the Unlock Smart Card tool does not display automatically when ActivClient detects that the
card is locked, from the ActivClient User Console Tools menu, select Unlock Card.

. If the smart card was initialized with ActivClient, you can unlock it with the static unlock
code displayed during initialization.
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* ActivClient - Unlock Smart Card [~ B |3
y Your smart card iz locked.
Thiz happens when a series of incarrect PIN attempts are made.
You cannot use vour smart card until it iz unlocked.

Unlock Code
Fleaze enter the unlock code given to you by technical support below.

Unlock Code; |

MHew PIM
Fleaze chooge new smart card PIM and enter it below.

Mew PIM: YWerify:

Your new PIN must meet the following conditions:
Must contain at least & characters

Must not exceed 25 characters
Must not be weak or easy to guess (e.g. 1234)

(N x]) <) x]

Must be correctly confirmed

o

a. Retrieve the unlock code that you saved when you initialized your smart card.

You might be able to retrieve the code from the ActivClient User Console Tools
menu, using the View Unlock Code option.

b. Inthe Unlock Code field, type the unlock code that you retrieved.
c. Inthe New PIN field, type the new PIN.
d. Inthe Verify field, re-type the new PIN, and click OK.

. If the smart card was initialized by your administrator with a card management product
(such as the 4TRESS AAA Server, or Microsoft FIM), you can unlock it using a
challenge/response unlock process.
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@ ActivClient - Unlock Smart Card [~ B |z

) Your smart card iz locked.
Thiz happens when a series of incarrect PIMN attempts are made.

'ou cannot uge vour smart card untkil it iz unlocked.

Challenge Code
Fleaze contact pour help desk and provide the challenge code below:

Challenge Code: EsEERN st R Rk 5 Bt

nlock Code
Fleaze enter the unlock code given to vou by technical support below,

Unlock Code:

MHew PIM
Fleaze choose new smart card PIM and enter it below.

Mew PIM: Werify:

Your new PIM must meet the following conditions:
Must contain at least &6 characters

Must not exceed 25 characters
Must not be weak or easy to guess (e.g. 1234)

cegda

Must be correctly confirmed

o

a. Provide the Challenge Code to your help desk.

b. Inthe Unlock Code field, type the unlock code that the help desk operator gives
you.

c. Inthe New PIN field, type the new PIN.
d. Inthe Verify field, re-type the new PIN, and click OK.

6.4 Reset the Smart Card Using ActivClient

If you want to reset a smart card that is already initialized (either using ActivClient or the Mini
Driver), you can use the ActivClient Reset Card function.

1. Open the ActivClient User Console.
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ActivClient - Broadcom Corp Contacted SmartCard 0

File Edit View | Tools | Help
e | iﬁ Mew Card... @ @

'* > Tk View - #n Change PIN.., Ctrl<E
[ Unlock Card...

Reset Card...

View Unlock Code..,

Advanced 4

2. From the Tools menu, select Reset Card.

. If the smart card was initialized with ActivClient, you can reset it with the PIN code or
the static unlock code displayed during initialization.

€9 ActivClient - Reset Smart Card =
Qlj To reset the content of your smart card, enter your PIM or
your Unlodk Code.
@ PIN:
7 Unlock Code:

a. Select one of the options and enter the corresponding code.

b. Click OK.

. If the smart card was initialized with ActivClient in a 4TRESS AAA Server deployment
or with the Mini Driver, you can reset it with the PIN code or a dynamic unlock code.

November 2013 Page 81 of 115

© 2013 HID Global Corporation. All rights reserved.




HID Global Crescendo C1150 — Administration Guide m

ActivClient - Reset Smart Card [~ B[]
Qj To reset the content of your smart card, enter your FIM or
your Unlock Code,
i@ PIN:
(71 Unlodk Code:
8454-57F8-0 16E-DOBE
Select the PIN option and enter your PIN code.
Alternatively, select the Unlock Code option and provide the Challenge Code to
your Help Desk.
Then enter the Unlock Code given to you by your Help Desk.
c. Click OK.

-

ActivClient =

3. Click OK when the reset process is complete.

The smart card is now blank and can be initialized for new use.
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6.5 Importing Certificates Using ActivClient

You can download PKI certificates from the CA onto the smart card using Internet Explorer or
Microsoft Management Console (MMC).

6.5.1 Request a Certificate

Microsoft Active Directory Certificate Semnvices -- CAZ010

Advanced Certificate Request

Certificate Template:

Smartcard User -

Key Options:

@ Create new key set () Use existing key set

CSP: | ActivClient Cryptographic Service Provider -

Key Usage: @ Exchange

. Min: 512  cimme BT A4 \
Key Size: 1024 Max ogag |2ommen ksy sizes: 512 1024 2048 )

@ Automatic key container name ) User specified key container name

Mark keys as exportable
["|Enable strong private key protection

Additional Options:

Request Format: @ CMC  © PKCS10

Hash Algorithm: shal -
Only used to sign request.

[] Save request

Attributes: -

Friendly Name:
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When creating the certificate request, make sure that the ActivClient Cryptographic Service
Provider is selected as the CSP.

If the ActivClient detects that the card is not initialized, then the PIN Initialization Tool
launches (see section 6.1 Issue a Smart Card with ActivClient on page 73).

The certificate request process resumes, and you are asked to install the certificate on your
smart card.

6.5.2 Import the Certificate
1. Insert your smart card into the reader.

2. Open the ActivClient User Console.

ActivClient - Broadcom Corp Contacted SmartCard 0
File Edit View Tools Help

QR X V=L B QO
.ﬁ ¥ Tasks View w ¥ .

My Certificates Tasks " 1.3-}
g View my certificates Smart Card Pty

"5 Import a certificate Info Certificates

3. Select Import from the File menu. Alternatively, in the Tasks view, under My
Certificates Tasks, select Import a certificate.

4. Browse to the certificate file. If the certificate is password-protected, enter the password
and click OK.

-

ActivClient Import Certificate ==

OK

5. Click OK.

Page 84 of 115 November 2013

© 2013 HID Global Corporation. All rights reserved.



m HID Global Crescendo C1150 — Administration Guide

7.0 Managing a Smart Card with naviGO

naviGO Server provides the capability for administrators and end-users to enroll Crescendo
contact cards with PKI credentials. naviGO also enables the use of emergency credentials
(knowledge-based authentication) for cases where users have lost or forgotten their card.

The next sections present common card management operations with naviGO. See the
naviGO documentation for complete instructions on installation, management and usage
services.

7.1 Prerequisites

e  The Crescendo C1150 Mini Driver is installed (either from Microsoft Windows Update
or from the HID web site http://www.hidglobal.com/main/crescendo/).

. naviGO Server 3.0 is installed.

e  The administrator must be assigned the role of navigo_sys_admin or Security Officer,
or the function of Enroll on Behalf must be manually assigned to the Role for which the
administrator is logged into naviGO.

7.2 Initialize a Smart Card

This section presents how administrators can issue a smart card for their end users.

naviGO also enables users to self-enroll using the naviGO self-service portal. The steps
below starting at step 8 show this self-enroliment process. See the naviGO Server User Guide
for additional information.

NOTE The default PIN is 00000000.

The card is also personalized with a default ADMIN Key set to
000000000000000000000000000000000000000000000000 (binary value).
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naviGO Validation

¥ Plsase logon o saviG0

1Farem seme

larnaan

|

1. Log on to the naviGO Administrator Portal.

Tuesday
21712012 3:48 PM

naviGO Server by HID Global

naviGO Validation

» Please enter your naviGO Password.

Username naviGo_sys_admin
Password oo'o'o'ol
Validate
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2. Enter your Administrator Username and Password and click Validate.

- o v " o o
Usars R s Hets Mg thisds. Repers Paolicies

System Dashboard e ) ooyt Bl gvn admin | Bek | abou
PR 3 Administrator's Portal o s
Tl usars 4
Emrofled rsers 4
Lock.cuts o 'IHII-uw Shortouls

5 ”:,1”.: mr .5!“591 & Crescendo First hme use workfiows
Welcome o naviGo. " Manage suthentcalion mathods 2 Global Settings

" Manage aughenbeation seis
Use the workilow shortcuts for * Mandge sysiam roes
quick access Lo common tasks, * Create Repors

3. Click Manage Users to select the user to whom you want to issue the smart card.
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Tuesday

2712012 3:54 PM
naviGO Server by HID Global

Administrator’s Portal

Delete Users

New Users Find a User Users found:
Repaorts To find an individual naviGO user, please ? L
enter as much of the following 2rname  Domain Email
information as you know: fml02 HIDNAVIGO fml@actividentity.com

Username fml02

Domain
Email

Find This User
Oor

& | Launch Directory Lookup |

4. Search for the user and then click the Username to view the User Information.
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Tuesday
2[T12012 3:54 PM
naviGO Server by HID Global

Logout: naviGO svs admin | Help | About

Us: ookup

Administrator’s Portal
Delete Users

MNew Users User information

Reports Username fmlo2
Domain HIDNAVIGO
Email fml@actividentity.com
LDAP Unique o "
Identifier HIDNAVIGO\fmIo2

Date of last access 2/7/2012 2:53:55 FM
Current User State Steady State
Authentication Set Crescendo anly
Language English
Role User

User Certificates

[ . 7 [ Generate Offline Unblock ]
Edit User
- Back to List

5. Click Edit User.
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Edit a User

Flease edit the following information:

Username

Domain

Ermail

Language
Authentication Set
Role

Current Llser State

|navi|;|:|_u58r

|navico

|navi|;|:|_u5|3r@ GO

|English |
| Crescendo only |
|U59r j
|steady State |

|Deackyvated

Mew Credentia
Feplace Credential
Fevoke Credential
Feset Credential
Generate Auth Code
Feset &ll Credentials
Fenew Credential

6. From the Current User State drop-down list, select New Credential, and then click

Save.
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Use kup

Delete Users

Administrator’'s Portal

Tuesday

2[7i2012 3:55 PM
naviGO Server by HID Global

Logout: naviGo

in

ye admin | Help | About

MNew Users User infarmation
Reparts Username fmlo2
Domain HIDNAVIGO
Email fml@actividentity.com
e HIDNAVIGO\fmIO2
Date of last access 2 53
Current User State
Authentication Set Crescendo only
Language English
Role User
User Certificates
- [ Generate Offline Unblock ] l Enroll On Behalf |
Edit User =
Back to List

7. Click Enroll On Behalf.
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Tuesday
2712012 3:55 PM

naviGO Server by HID Global

Kianags Wy Credentials Wianags My Sstings

Instructions: naviGO User Portal
Set your smart card PIN

Please insert smart card into reader and press OK.

You are re-directed to the naviGO User Portal.

8. Insert the user’s smart card into the reader and click OK.
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Tuesday
2/7f2012 3:56 PM
naviGO Server by HID Global

Hianags Wy Credentials Hanags My Ssttings

Instructions: naviGO User Portal
Set your smart card PIN

P Setyour smart card PIN

Enter New PIN:
Confirm New PIN:

£ PN must be atleast 4 characters leng.

v PIMs must match

v FIr must not contain more than three repeated characters.
PIM must not contain more than three consecutive characters.

9. Ask the user to set the PIN code for the smart card and click OK.

The PIN code must meet the specified conditions.
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Tuesday
2/712012 3:56 PM
naviGO Server by HID Global

Manags My Credentials | Wanage My Setiings

Instructions: naviGO User Portal
Set your smart card PIN

Windows Security ==

Microsoft Smart Card Provider
Please enter your PIN.

Click here for more informaticn

10. Ask the user to enter their PIN code and click OK.
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Tuesday
21712012 3:56 PM
naviGO Server by HID Global

Instructions: naviGO User Portal
Set your smart card PIN

Enrclling smart card. Please wait.

| PIN
|D |FIN |
. Click here for more information

[ OK ] [ Cancel

When the enroliment process is complete, the user is now in Steady State and can
authenticate with his smart card.

November 2013 Page 95 of 115

© 2013 HID Global Corporation. All rights reserved.



HID Global Crescendo C1150 — Administration Guide

Tuesday
2{7i2012 3:54 PM
naviGO Server by HID Global

Logout: naviGO sys admin | Help | About

Administrator’s Portal

Delete Users

MNew Users User information

Reports Username fmlo2
Domain HIDNAVIGO
Email fml@actividentity.com
LDAP Unigue < ¥
Identifier HIDMNAVIGO\fml02

Date of last access 2/7/2012 2:53:55 PM
Current User State
Authentication Set Crescendo only
Language English

Role User
User Certificates

= [ Generate Offline Unblock ] Enroll ¢
Edit User =
Back to List

Page 96 of 115 November 2013

© 2013 HID Global Corporation. All rights reserved.




m HID Global Crescendo C1150 — Administration Guide

8.0 Managing a Smart Card with 4TRESS AAA Server

The 4TRESS AAA Server for Remote Access (the AAA Server) is a strong RADIUS,
TACACS+ and IEEE 802.1x authentication server that maps to your LDAP directory to
provide strong user authentication services for a wide range of access points.

AAA stands for:

e Authentication - accepts or rejects user authentication requests based on stored
credentials and/or one-time passwords.

e Authorization - controls user access based on the appropriate attributes transmitted to
the network remote access point (VPN, firewall, router etc.,)

e Accounting - stores information concerning user activity while connected remotely
(connection times, data transfers etc.,)

Users authenticate through the AAA Server with smart cards, hardware and software tokens,
USB keys, mobile devices, PDAs, (and optionally, with static or static LDAP passwords).

A secure remote access solution, the AAA Server enables you to protect the following
network access methods:

e Web access

e  Remote access via dial-up

e Remote access via VPN

e  Remote desktop environments (Microsoft Windows and Citrix®)
e SSLVPN

e  Wireless LAN access

The Crescendo C1150 card is initialized with 4TRESS AAA Server Administration Console to
add the one-time password (OTP) capabilities.

When the card is initialized, it can be issued (assigned) by the:

e  Administrator using the AAA Server Administration Console or the Web Help Desk.
e  End user using the self-assignment feature of the AAA Server Web Self Help Desk.

The cards can then be managed by the:

e  Administrator (or help desk operator) using the AAA Server Administration Console or
the Web Help Desk

e  End user using the AAA Server Web Self Help Desk, which provides services such as
Unlock PIN and Synchronize Device.

Users can also use and manage the card on their workstation with the ActivClient middleware
(to generate OTPs, change the PIN code and import certificates).
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The next sections present the initialization and issuance operations with 4TRESS AAA
Server, as well as common card management tasks. See the 4TRESS AAA Server
documentation for complete instructions on installation, management and usage services.

8.1 Issue a Smart Card Using 4TRESS AAA Server
Before the card can be issued, it must be initialized with 4TRESS AAA Server to add one-time
password (OTP) capabilities to the cards.

Once the card is initialized, you can assign it to the required user.

Prerequisites:

. ActivClient 6.2.0.162 or later is installed on the AAA Server Administration Console
machine.

e  The adimCard.spl file (usually located in \Program Files\Activlidentity\AAA\spl\card)
must be updated to set the DESKeyType to des3.

e A PC/SC compatible smart card reader is connected to the machine.

e  On Microsoft Windows 64-bit platforms, you must also install the AAA Server hot fix
FIXS1207015.

1. Log on to the AAA Server Administration Console as a Device Manager.

2. Inthe tree in the left pane, right-click on Devices, then select Initialize Device from the
menu. Or select Devices, and then click Initialize.
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Device Initialization x|

Device Type: I.-’-‘-.n::tivldentit_l,l SmmartCard j
Device Beader: I.-’-'-.u:tivldentity I15B Reader j
Initialization Prafile; I j

Azsign user after Initialization v

Use Initialization Profile Default settings [

— PIM Parameters

PIM Mak number of ties: |3
Initial PIM Code: IEI151

Generate random PIN Code [+ Lenigth: |4

Store Initialized Device in Repozitan:

/Cards

Iritialize Cloze |

w

From the Device Type drop-down list, select the type of device to initialize (in this case,
smart card).

4. From the Device Reader drop-down list, select the reader that you want to use with the
device that you have selected.

5. Select Assign user after Initialization to immediately assign the device to a user after
you initialize it.

NOTE  You MUST select this option if using ActivClient middleware.

6. Inthe PIN Parameters section of the window, select the required options:

¢ PIN MAX number of tries - enter the maximum number of consecutive wrong PIN
codes that a user can enter on a device before the device automatically locks.
When set to zero (0), the user can enter an unlimited number of consecutive wrong
PIN codes. The default number for the selected device profile is displayed in this
field.

+ Initial PIN Code - initializes all the devices with the same initial PIN code value
specified in the field. It is recommended that users change the initial PIN code
during the first connection. You cannot enter a “weak” PIN code. Examples of weak
PIN codes are 1357, 1234, and 1111 (ones with a constant amount between each
of the digits).

¢ Generate Random PIN Code - select this option to have the AAA Server
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randomly generate a different initial PIN code for each device during initialization. If
you select this option, then in the Length field, enter a length for the random PIN
code. This length must be within the minimum and maximum PIN length values for
the selected device profile.

7. The Store Initialized Device in Repository field displays the default repository where
the AAA Server will store the initialized card’s information.

If you are logged into the Administration Console as a user who has Device Manager
rights, you can select a different repository:

a. Click to select the repository where you want to store the initialized device.
b. Select the repository in which to store the device that you are initializing.
The name of the folder is displayed in the field at the top of the window.
(Repositories with arrows indicate there are devices stored in those folders.)
c. Click OK.

The repository name automatically appears in the Repository field in the Device
Initialization window.

8. Insert the Crescendo C1150 smart card into your smart card reader, and then click
Initialize.

NOTE The default PIN code is 1254.

Once the AAA Server has finished initializing the card, a message is displayed stating
that the initialization was successful. It also displays the initial PIN code value of the
device.

9. Click OK.
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Device 409000290003042F 7 71 A Assignment 5[
Search uzer uzing: ' Group Select group: I j
" LDAP query Select quen: I j
User ID contains: || | Search I
Azzign Replace Delete Cloze I et

10. Select either Group or the LDAP query.

11. Select a value from the drop-down lists in either the Select group or the Select query
fields.

You do not have to define the User ID field unless you want to filter more specifically
within a large group of users.

12. Click Search. The users matching your selected group or query are displayed.
13. Select the required user, and then click Assign.

The card’s serial number immediately is displayed next to the user’s name.
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8.2 Change the PIN Code

End users managing the Crescendo C1150 card with ActivClient can change the PIN code

using the ActivClient PIN Change Tool.

For further information, see section 6.2 Change the PIN Code with ActivClient on page 76.

8.3 Unlock the Smart Card with 4TRESS AAA Server

The Crescendo C1150 PIN will lock if the user presents six consecutive incorrect PINs. When

the PIN is locked, you cannot use the card until you unlock the PIN.

You can unlock it with the challenge/response unlock code managed by 4TRESS AAA

Server.

8.3.1 Unlock the Smart Card with the Administration Console

1. Inthe tree in the left pane of the Administration Console, select Help Desk, and then

search for a user via the drop-down list of LDAP queries or Groups.

Optionally, enter a User ID or Device serial number in the appropriate field.

2. Select the user ID that corresponds to the required serial number in the Search Results

display, and then click Help Desk.
3. Click Unlock PIN Code.

Actividentity Unlock for User x|

LChallenge: ||

Besponze: I Generate I
Cloze |

4. Ask the user for the unlock challenge displayed in the ActivClient User Console Unlock

Smart Card screen.

5. Enter the challenge in the Challenge field of your Help Desk, and then click Generate.

The unlock code is displayed in the Response field.

6. Give the unlock code to the user.

7. Instruct the user to enter the code in the relevant ActivClient User Console field to unlock

the Crescendo smart card.

The user must then enter and confirm new PIN code to complete the procedure.
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8.3.2 Unlock the Smart Card with the Web Help Desk
1. Log on to the Web Help Desk and search for the user.

2. Select the corresponding link for the user’s device in the Device ID column of the search
results form.

3. Select Unlock PIN code in the device data page.

Help Desk "] Cenfiguration N
User ID John Smith Group all
Dewvice Serial Number Authentication Cuaal

Please enter the challenge for unlock PIN code:

Challenge: ||

enerate uniock code

Unlock code: |

T, S i e iy g by A it Aty |

————— L4 . e a— S ey kb PR

it St T d ) i = e i

4. Ask the user for the unlock challenge displayed in the ActivClient User Console Unlock
Smart Card screen.

5. Enter the challenge in the Challenge field of your Web Help Desk and click Generate
unlock code.

The unlock response is displayed in the Unlock code field.

6. Instruct the user to enter the response in the relevant ActivClient User Console field to
unlock the Crescendo smart card.

The user must then enter and confirm new PIN code to complete the procedure.

8.3.3 Unlock the Smart Card with the Web Self Help Desk
1. Connect to the Web Self Help Desk, enter your logon credentials, and then click OK.

2. If you have more than one device, make sure that the Crescendo C1150 card is selected.
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Device

Serial Mumber;

My dewice suthentications keep ¥alling: Synchronize.

My dewice is locked: Unlock my device PIN Code.

My dewice has been lost or stolen! Lock my lost device.

3. Under Device, click Unlock my device PIN Code.

Unlock my device PIN Code

Serial Mumber:

Flease enter the challenge for unlock PIN code:

Challenge: I

Generate unlock code

Unlock code: I

3

4. Open the ActivClient User Console and access the Unlock Card screen in order to display
the unlock challenge.

5. Enter the generated challenge in the Challenge field, then click Generate unlock code.
The Unlock code is displayed in the Challenge field.

6. Enter the response in the relevant ActivClient User Console field to unlock the Crescendo
smart card.

Your card unlocks and you are prompted to enter a new PIN code.
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8.4 Importing Certificates
Administrators or end users can download a certificate from the Microsoft CA (or other CA),
by selecting the ActivClient CSP.
The certificate can then be imported on to the Crescendo C1150 card using ActivClient.

For further information, see section 6.5 Importing Certificates Using ActivClient on page 83.
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9.0 Using the Smart Card

This chapter provides an overview of how you can use your smart card and PKI certificate to
authenticate.

This section presents use cases applicable to both the Crescendo C1150 Mini Driver and
ActivClient — differences are noted where applicable. For further information, see section 2.4
Choosing Smart Card Middleware on page 12.

For further instructions on using your smart card, see the ActivClient technical documentation
or relevant Microsoft resources.

9.1 Logging On to Microsoft Windows

1. Start your workstation.
2. Insert your smart card (chip-side up and chip first) into the smart card reader.
A Log On window relevant to your operating system is displayed.

3. If multiple smart card certificates that compatible with Microsoft Windows logon are
displayed, select the one you want to use.

4. Enter your PIN in the PIN field and click OK.

After a few moments, you are logged on and your desktop is displayed.

You can also log off or lock the workstation you remove the smart card, securing the
workstation when you are not at your desk.

9.2 Authenticating to Secure Websites

You can use your smart card-based digital certificate to access a Web site protected by SSL
v3 or TLS for strong user authentication.

1. Insert your smart card (chip-side up and chip first) into the smart card reader.
2. Access the secure Web site or page using Microsoft Internet Explorer, Google Chrome or
Mozilla Firefox.

NOTE  Mozilla Firefox support is only available with ActivClient.

3. If you are prompted to select the certificate, select the appropriate certificate, and click
OK.

4. Enter your PIN and click OK.

The browser sends your certificate and a digital signature to the web server. The server
verifies your signature and grants access to the secured site or page.
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9.3 Sending and Reading Secure Emails

You can use your smart card-based certificate to read and send digitally signed and
encrypted emails.

9.3.1 Send Signed/Encrypted Emails
1. Compose your message
2. Add your digital signature or encrypt the message using the menu options of your email
client (such as Microsoft Outlook or Mozilla Thunderbird).

NOTE  Mozilla Thunderbird support is only available with ActivClient.

3. Click Send and, if prompted, enter your PIN code.

9.3.2 Read Signed/Encrypted Emails
Open email you want to read, and, if prompted enter your PIN code.

9.4 Encrypting and Decrypting Files

Microsoft Windows allows the Encryption File System (EFS) feature to use smart card
certificates for files and folder encryption. Depending on your smart card content and your
platform configuration, you can seamlessly encrypt and decrypt files.

ActivClient supports the Encrypting File System (EFS) feature of Microsoft Windows.

9.4.1 Encrypt a File or Folder
1. Start Microsoft Explorer.
2. Insert your smart card.
3. Select the file or folder to encrypt.
4

Update your file or folder properties to enable encryption (via the Advanced button and
then the Encrypt contents to secure data option).

5. First time, you might need to configure EFS during your first file encryption (depending on
your platform configuration) you are prompted to choose an existing encryption certificate
or create a new one on your smart card, either:

e Select your existing smart card EFS certificate in the certificate list.

e Choose to create either a smart card self-signed certificate or a certificate issued
by your domain’s certification authority.

Enter your smart card PIN and click OK.
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The selected or new certificate will be used for all file encryption and decryption
operations. The selected file or folder is encrypted and appears in green in Microsoft
Explorer.

6. For all subsequent encryption operations, you only need to enter your smart card PIN and
click OK.

9.4.2 Decrypt a File or Folder
1. Start Microsoft Explorer.

2. Insert your smart card.
3. Open the file or the folder to decrypt.

A window is displayed at the lower right corner of your desktop prompting you to enter
your smart card PIN.

Click on the displayed link in the notification area.
Enter your smart card PIN and click OK.

The file or folder is opened in clear text.
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10.0 Troubleshooting

10.1 ActiveX Error During Certificate Requests

When visiting some CA web pages, you may encounter a so-called ‘ActiveX’ error. This error
is caused by the fact that some ActiveX controls are not trusted within the Internet Explorer
browser. As a result, you cannot view the page as it was intended; hence you cannot enroll a
certificate from that page.

When visiting the web page of the Smart Card Certificate Enroliment Station, you may
encounter such an ‘ActiveX’ error:

There are several ways to resolve this issue. This guide describes a scenario that configures
the security of the Internet Explorer browser in such a way that it will accept the ActiveX
control components. This implies that you do not have to follow the scenario we describe (as
this entails bringing down the security of the Internet Explorer browser). A different solution
may be better suited for your situation.

1. Go to Tools > Internet Options.

2. Inthe Internet Options dialog, select the Security tab and Local intranet.
3. Click Default Level.

4. Drag the slider to Low, decreasing the security level.

5

Close this dialog by clicking OK.

10.2 Smart Card Enrollment Errors

There are a number of causes for when a smart card Enrollment fails. The most common
errors and their possible cause are described.

10.2.1 Wrong CSP

When you have selected the wrong CSP (that is, a CSP that does not correspond to the smart
card you have inserted), an error message displays.

Verify that the CSP you have selected from the Cryptographic Service Provider drop-down list
corresponds to your deployment model:

e  For Mini Driver deployments, select Microsoft Base Smart Card Crypto Provider.
e  For ActivClient deployments, select ActivClient Cryptographic Service Provider.

10.2.2 Key Length Setting

When the minimum key size in the Certificate Templates (in this case, the Smart Card User,
Smart Card Logon or your own custom template) has been set to a key length not supported
by the smart card, the software will nevertheless try to generate a key pair of this size and fail.
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Check the Certificate Template and, if necessary, edit the minimum key size to 1024.

10.2.3 Enrollment Rights

When the Administrator Signing Certificate is not available, check that the user who is acting
as the enroliment agent has an enroliment agent certificate.

When the Certificate Template required is not available, verify the rights of the enroliment
agent on the desired template. The template should provide the enroliment agent with read
and enroll rights.
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11.0 Security Guidelines

The chapter provides guidelines for ensuring the secure deployment of the Crescendo C1150
Mini Driver.

It is limited to recommendations for securing the environment assets that have an impact on
the Crescendo product and environment. Standard best IT security practices should also be
considered as part of a secure deployment. The chapter is organized by recommendations.

11.1 SHA-2 Compliance

As part of a security improvement, organizations are transitioning from the SHA-1 hashing
algorithm to a SHA-2 (usually SHA-256) hashing algorithm, especially for digital signature
operations.

This section describes the impact of these changes on various applications.

11.1.1 Card Content Signed with SHA-2

The Crescendo C1150 Mini Driver supports smart cards whose content (digital certificates) is
signed with a SHA-2 hashing algorithm. This change might have an impact on some
applications, as indicated in the table below.

Service Product and versions Notes
Windows PKI Logon e  Supported Clients — Windows XP Windows Server 2003 requires two
SP3, Vista, 7 and 8 Microsoft hot fixes not available on

«  Supported Servers - Windows Windows Update - KB 938397 and 968730

Server 2003, 2008, 2008 R2 and

2012
Remote access Windows, Check Point, Cisco, Juniper,
etc.
Check with your vendor.
Secure web access e  Supported browsers - Microsoft IIS 6 on Windows Server 2003 requires
Internet Explorer 6 and later, and two Microsoft hot fixes not available on
Google Chrome 11 and later. Windows Update - KB 938397 and
Browsers have limited impact on 968730.

SHA-2 certificates.

e  Supported server - 1IS 6 and later,
Apache 2.2 and later.
Check with your vendor for other

web servers
Secure email Supported applications: Email signature is configured for SHA-1.
e Microsoft Outlook 2003, 2007, See next section for SHA-2 configuration.
2010,

o  Outlook Web Access (with
Exchange 2003, 2007, 2010)
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Service Product and versions Notes
Document signing Supported applications: Document signature is configured for SHA-
« Office 2003, 2007, 2010 (e.g. Word, | 1. See next section for SHA-2
Excel) configuration

e Adobe Acrobat Professional 9 and
later

e  Windows 7 XPS Viewer

Document encryption | Supported applications:

e  Windows EFS on Windows Vista
and 7

e BitLocker To Go on Windows 7 and
Windows 8

11.1.2 Using SHA-2 for Digital Signature Operations

The Crescendo C1150 Mini Driver supports use cases where SHA-2 is used for digital
signature operations with the latest Microsoft applications.

Service Product and versions Notes
Email signature Supported applications: Outlook information:
e  Microsoft Outlook 2007, 2010 with e Requires Windows Vista or later.
Exchange 2003 or later e Sender and recipient both need to
e  Outlook Web Access with comply with these Windows, Outlook
Exchange 2007 or later and Exchange system requirements

(otherwise, they cannot read the SHA-
256 signed email).

Outlook Web Access information:
e Requires Windows Vista or later.

e Sender and recipient both need to
comply with these Windows, Outlook
and Exchange system requirements
(otherwise, they cannot read the SHA-
256 signed email).

e Exchange requires a specific registry-
based configuration. See details at
http://technet.microsoft.com/en-
us/library/bb738151(EXCHG.80).aspx,
set the “S/MIME Default Signing
Algorithm” to SHA 256.
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Service Product and versions Notes
Document signature Supported applications: Office information:
e  Office 2010 (e.g. Word, Excel) e Requires a specific policy
e Adobe Acrobat Professional 9.1 configuration: “Select digital signature
and later hashing algorithm”. See

http://technet.microsoft.com/en-
us/library/cc545900.aspx for details.

Acrobat information:

e Requires a specific policy
configuration. See details at
http://learn.adobe.com/wiki/download/a
ttachments/52658564/acrobat_reader
security 9x.pdf?version=1 (pages 16
and 124).

Note: The Windows 7 XPS Viewer does not
support SHA 256 at this point.

11.2 PIN Policies

HID Global recommends to use a minimum PIN length of six digits to meet FIPS security
objectives (1/1,000,000 probability of detection).

11.3 Log Handling

If an issue is identified with the Crescendo C1150 Mini Driver, HID Global support department
may request sending some log files in order to diagnose and troubleshoot the problem.

These logs do not contain any sensitive data or personally identifiable information according
to HID Global internal security policies.

By default, the log files are not signed or encrypted. As such, as an additional precautionary
measure, HID Global recommends protecting logs for confidentiality and integrity during
transport to a remote IT group. Usage of such capabilities as signed and encrypted email or
secure FTP shall be used to exchange log files with a remote IT department or HID Global
support organization.

11.4 Additional Recommendations

The following are generic recommendations that will enable to further increase the security of
the Crescendo C1150 solution:

1. Confirm that anti-virus and anti-malware software on the users’ workstations remains up
to date. Contact your anti-virus and anti-malware software vendors to inquire if the .dat
files have the latest update.
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2. Confirm that computer operating systems and desktop applications remain up to date on
all security patches.

3. Reconfigure computer operating systems to only allow authorized software. For instance,
users of the Windows operating systems should use available technologies such as the
Software Restriction Policies and AppLocker, which offer a range of policies to block
malicious scripts, help lockdown a computer, or prevent unwanted applications from
running.

4. Users should not be using an account with administrator privileges for day-to-day
activities.

Lockdown the security of the browsers according to the vendor’s security best practices.

Lockdown the security of email clients according to the vendor’s security best practices,
especially to guarantee that attachments are handled securely.

7. Lockdown the platform configuration according to industry best practices — for U.S.
government customers, leveraging the Federal Desktop Core Configuration (FDCC),
United States Government Configuration Baseline (USGCB) approved configurations or
the STIGS recommendations, which are part of the DoD Information Assurance.

Install anti-key logger software; select software options that cover all desktop applications.

9. Train users on social engineering risks, and best practices to handle their PIN and
interacting with applications.

Social media networking websites (such as Facebook and LinkedIn) have become
extremely popular for networking professionally and personally, raising the visibility of
these sites for potential threats. In particular, educate employees that they should not
accept invites from people they do not know, nor execute embedded applications made
available through such sites. Also, if your organization has a formal policy on accessing
social media sites, it is always good to reinforce the policies.

10. Educate employees on the risks of emails that appear suspicious. In a large proportion of
successful attacks, the malware infects a PC via an email attachment. In particular,
employees should be extremely cautious about opening unsolicited attachments sent
from users outside of the corporate network. If there are concerns about the email alert
your |IT Department.

11. Instant Messaging is also another approach that can be used to infect a PC with malware
or for a person to reach out to acquire confidential employee information or employee
email addresses. Educate employees not to accept or respond to such requests, without
confirming the authentication of the request by contacting the perspective company.

12. Train users on smart card and PIN best practices: remove your card from the reader
when you leave your desk; this will lock the workstation and in parallel prevent any
malware from using your card. Be cautious about any application that asks for your PIN;
provide it to applications that you know need to access your card for legitimate
authentication and signature needs. Also, check if your middleware and smart card reader
provide visual clues about smart card activity (icon blinking, LED changing color) — it
helps keeping control of your smart card operations.
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