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About this Guide

ThE inFormATion conTAinEd in ThiS documEnT iS providEd “AS iS” WiThouT Any WArrAnTy. 

hid GLoBAL hErEBy diScLAimS ALL WArrAnTiES And condiTionS WiTh rEGArd To ThE 
inFormATion conTAinEd hErEin, incLudinG ALL impLiEd WArrAnTiES oF mErchAnTABiLiTy, 
FiTnESS For A pArTicuLAr purpoSE, TiTLE And non-inFrinGEmEnT. 
in no EvEnT ShALL hid GLoBAL BE LiABLE, WhEThEr in conTrAcT, TorT or oThErWiSE For Any 
indirEcT, SpEciAL or conSEQuEnTiAL dAmAGES AriSinG From uSE oF inFormATion conTAinEd 
in ThiS documEnT.
Windows is a registered trademark of microsoft corporation in the united States and other countries.

Purpose

In order to set up your HID Crescendo card with Microsoft 
Windows® secure log-on, follow the instructions in the manual, 
which describe such activities as obtaining a smart card user / 
logon	certificate.

This manual assumes you have installed SafeSign Identity Client 
and have a Crescendo C200 or C700 card. 

Not all activities described in this manual can be performed by a 
user.	For	example,	to	set	up	Certificate	Services	you	need	to	log	
on as administrator of the domain and have administrator rights.

Setting	up	Microsoft®	Certificate	Services	is	meant	as	guidance	
only. HID Global cannot be held liable for any malfunctioning from 
configuring	Microsoft	Certificate	Services.

Audience

This	manual	is	specifically	designed	for	users	of	Microsoft	Windows®	Server	2003,	who	wish	to	use	their	HID	
Crescendo™ C200 or C700 card to obtain strong authentication in their Microsoft® environment

Conventions

The following outlines conventions used in this guide.
Every activity has a number of steps, indicated by numbers. •	
Each step requiring an action is indicated by a “•	 ”.
Special notes of consideration are repesented by a “•	 ”.

References

Microsoft also provides information about how to enable your Domain server for smart card logon. 
For general information on deploying a smart card program, see:•	   
The Smart Card Deployment Cookbook 
For	specific	information	on	installing	and	configuring	the	PKI	with	the	Microsoft	Certificate	Authority,	see:	 •	
Deploying	the	PKI 
For information on how to enroll users and deploy smart cards, see:   •	
Deploying Smart Cards

http://www.microsoft.com/technet/security/guidance/identitymanagement/smrtcdcb/default.mspx
http://www.microsoft.com/technet/security/guidance/identitymanagement/smrtcdcb/sec3/smartc08.mspx
http://www.microsoft.com/technet/security/guidance/identitymanagement/smrtcdcb/sec3/smartc09.mspx
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Contacts

north America 15370 Barranca Parkway
Irvine, CA 92618
USA

Phone:  800-237-7769
Support:  866-607-7339
Fax:  949-732-2120
Email:  tech@hidglobal.com

Asia	Pacific 19/F	625	King’s	Road
NorthPoint, Island East
Hong	Kong

Phone:  852 3160 9800
Support:  852 3160 9833
Fax:  852 3160 4809
Email:  asiasupport@hidglobal.com

Europe, middle East and Africa Phoenix Road
Haverhill, Suffolk CB9 7AE
England

Phone:  +44 (0) 1440 714 850
Support: +44 (0) 1440 711 822
Fax:  +44 (0) 1440 714 840
Email:  eusupport@hidglobal.com
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Windows 2003 Security Features1 

Microsoft Windows 2003 integrates smart card capabilities in the Operating System. The Microsoft Windows 2003 
operating	system	includes	a	native	Public	Key	Infrastructure	(with	its	own	Certificate	Server)	and	introduces	smart	
card authentication as an alternative to passwords to achieve strong network authentication.

The	primary	components	of	the	Windows	PKI	are:
Certificate	Services•	 , a core operating system service that allows businesses to act as their own CA and 
issue	and	manage	digital	certificates;
Active	Directoy•	 ,	a	core	operating	system	service	that	provides	a	single	place	to	find	network	resources;	it	
serves	as	the	publication	service	in	the	PKI;
pKi-enabled applications•	  like Internet Explorer®, Outlook® and Outlook Express®.

Windows 2003 offers secure e-mail, secure web access (client authentication) and secure logon. Refer to the 
application User Guide for how to use your Internet (mail) application for secure e-mail and web access.

This	manual	describes	how	to	obtain	a	certificate	and	how	to	log	on	to	Windows	2000,	Windows	XP	and	Windows	
2003 with your HID Crescendo smart card.

In order to use your HID Crescendo card for secure logon, you must use a smart card user or smart card logon 
certificate,	which	can	be	obtained	from	the	Microsoft	Certificate	Server.

Chapter 2	describes	how	to	set	up	Microsoft	Certificate	Services.

Chapter 3 describes how to enroll a smart card user.

Chapter 4 describes how the secure logon procedure works for Windows 2000 / XP / 2003. 

note: The	description	of	setting	up	Microsoft	Certificate	Services	in	this	guide	is	meant	as	guidance	only.	For	a	
complete	description	of	setting	up	Microsoft	Certificate	Services,	please	refer	to	the	Technical	Resources	for	Windows	
Server 2003 at: http://www.microsoft.com/windowsserver2003/techinfo/default.mspx

http://www.microsoft.com/windowsserver2003/techinfo/default.mspx
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Microsoft Certificate Services2 

This	setion	describes	how	to	install	and	set	up	Microsoft	Windows	2003	Certificate	Services,	comprising	the	following	
aspects:

Installing	Certificate	Services:	section	•	 2.2
Configuring	the	Windows	CA:	section	•	 2.3
Creating a Microsoft CA RA station: section •	 2.4

Prerequisites2.1 

This manual assumes that you have the following components installed, before setting up Microsoft Windows 2003 
Certificate	Services

Windows	2003	Server	installed	and	configured	as	a	Primary	Domain	Controller.•	
Active	Directory	configured	to	store	users	and	computers.•	
DNS	Server	configured	with	your	domain	name.•	
Internet	Information	Services	(IIS)	installed	(to	be	able	to	request	a	certificate	through	the	Smart	Card	•	
Enrollment Station, as described in Chapter 3).

Installing Certificate Services2.2 

note: In	order	to	install	and	configure	Certificate	Services,	you	need	to	be	logged	on	as	an	administrator	of	the	
domain.

In Windows 2003, click 1. Start > Settings > control panel to open the Control Panel dialog box.

Figure	1:	Control	Panel:	Add/Remove	Programs

Double-click   Add	or	Remove	Programs
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The 2. Add or Remove	Programs dialog box opens.

Figure	2:	Windows	2003:	Add	or	Remove	Programs

Click   Add/Remove	Windows	Components:   
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The Windows Components Wizard opens:3. 

 Figure 3: Windows components Wizard: Windows components

In the Windows Components dialog you can add or remove components of Windows 2003.

As the Application	Server and Certificate	Services	checkboxes are not checked, these components are 
not yet installed.

Check the   Application	Server	checkbox

Check the   Certificate	Services	checkbox

Upon selecting 4. Certificate	Services,	you	are	informed	that	after	installing	Certificate	Services,	the	
computer cannot be renamed and cannot join or be removed from a domain:

Figure	4:	Microsoft	Certificate	Services:	Do	you	want	to	continue?

Click   yes to continue
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Upon clicking 5. yes, the Windows Components dialog displays again, now with Application Server and 
Certificate	Services	selected:

 Figure 5: Windows components Wizard: Windows components - selected

Click   next	to	install	Application	Server	and	Certificate	Services	
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Upon clicking 6. next,	the	Windows	Components	Wizard	inquires	about	the	Certification	Authority	settings:

 Figure 6: Windows components Wizard: cA Type

The Enterprise root CA is the most trusted CA in an enterprise and should be installed before any other 
CA.	If	this	option	is	not	available,	you	may	not	have	installed	or	properly	configured	Active	Directory,	as	this	
Certification	Authority	type	requires	Active	Directory.

note:	Do	not	check:	‘Use	custom	settings	to	generate	the	key	pair	and	CA	certificate’.	Although	you	may	be	
able	to	select	a	smart	card	CSP	in	these	settings,	it	is	not	possible	to	generate	key	pair	and	CA	certificate	on	
a smart card. This is functionality that smart card CSPs do not support.

Select   Enterprise root cA and click next to continue

Note: Typically,	you	should	install	an	enterprise	CA	if	you	will	be	issuing	certificates	to	users	or	computers	
inside an organization that is part of a Windows 2003 domain. An enterprise CA requires that all users 
requesting	certificates	have	an	entry	in	the	Windows	2003	Server	Active	Directory	services.	An	enterprise	
CA	can	issue	certificates	that	are	used	to	log	on	to	a	Windows	2003-based	domain,	and	a	stand-alone	CA	
cannot.
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Upon clicking 7. next, the CA Identifying Information dialog will open, allowing you to enter information to 
identify the Enterprise root CA you are setting up:

 Figure 7: Windows components Wizard: cA identifying information

Enter a common name for the CA you are about to create (this automatically completes the other  
dialog	fields)
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Upon clicking 8. next,	the	Certificate	Database	Settings	dialog	opens:

 Figure	8:	Windows	Components	Wizard:	Certificate	Database	Settings

Keep	the	default	storage	locations	and	click	  next to continue

Active Server Pages (ASPs) must be enabled in Internet Information Services (IIS) in order to allow 9. 
Certificate	Services	to	provide	web	enrollment	services.	You	will	be	asked	to	enable	Active	Server	Pages	
now:

 Figure	9:	Microsoft	Certificate	Services:	Do	you	want	to	enable	Active	Server	Pages	now?

Click   yes to enable Active Server Pages



December 1, 2008 © 2008 HID Global Corporation.  All rights reserved. Page 13 of 54

47A3-905, A.1  Crescendo Integration Guide

  Microsoft Windows Server 2003

The	Configuration	Components	dialog	informs	you	that	the	setup	is	making	the	requested	configuration	10. 
changes:

Figure 10: Windows components	Wizard:	Configuring	Components

Insert	the	Windows	2003	CD-ROM	and	wait	until	setup	has	configured	the	selected	components 
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When	setup	is	finished,	the	Windows	Components	Wizard	completes:11. 

Figure 11: Windows components Wizard: completing the Windows components Wizard

Click   Finish

Certificate	Services	are	now	installed.	The	next	step	is	to	configure	the	Microsoft	CA,	allowing	you	to	
configure	the	Certificate	Services,	and	issue	smart	card	logon	certificates	for	your	domain.
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Configuring the Microsoft CA2.3 

To	enable	the	Microsoft	CA	to	issue	your	domain	smart	card	certificates,	continue	with	configuration.

Go to 1. Start	>	Programs	>	Administrative	Tools	>	Certificate	Authority	to open the Microsoft 
Certification	Authority	configuration	console	and	select	the	folder	Certificate	Templates to get an 
overview	of	all	currently	available	certificate	templates:

Figure 12  :	Certification	Authority:	Certificate	Templates

The	Microsoft	CA	can	only	issue	certificates	that	comply	to	one	of	these	certificate	templates.	With	a	default	
installation	of	the	Microsoft	CA	(as	described	above),	some	certificate	templates,	such	as	those	that	are	
necessary	for	the	Microsoft	CA	to	issue	smart	card	certificates,	are	not	available.	To	make	these	certificate	
templates	available	to	your	Microsoft	CA,	update	the	list	of	available	certificate	templates.	

To	add	new	certificate	templates	to	the	list	of	available	certificate	templates,	right-click	on	Certificate	
Templates and select New	>	Certificate	Template	to	Issue:

Figure 13
 

:	Certification	Authority:	Certificate	Templates:	New	Certificate	Template	to	Issue
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This	opens	the	Enable	Certificate	Templates	dialog:

Figure 14:	Enable	Certificate	Templates

To	allow	for	your	Microsoft	CA	to	issue	certificates	for	smart	card	logon	onto	the	domain,	select	the	following	
three	certificate	templates:

Smartcard Logon•	 : intended for smart card logon onto the domain
Smartcard user•	 :	an	all-round	certificate,	intended	for	both	smart	card	logon	and	for	example	
signing and encrypting e-mail messages and web authentication.
Enrollment Agent•	 :	a	certificate	intended	for	the	entity	that	should	be	able	to	enroll	certificates	
for other entities than itself. For example, when an administrator wants to deploy smart card 
logon	certificates	for	the	employees	in	an	organization,	they	would	require	an	‘Enrollment	Agent’	
certificate.

Select	all	of	the	above-mentioned	certificate	templates,	click	  oK.
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All	the	necessary	certificate	templates	are	now	included	in	the	list,	enabling	the	personalization	of	a	smart	2. 
card	with	a	smart	card	logon	/	user	certificate:

Figure 15  :	Certification	Authority:	Certificate	Templates	added

Close	the	Certification	Authority	window 

To	use	HID	Crescendo	smart	cards,	ensure	that	the	correct	drivers	are	installed	 
on	both	the	server	that	issues	the	certificates	and	the	client	computers.	To	use	
crescendo c200 cards, perform the following two steps:

A. Install the Microsoft Base Smart Card Crypto Provider available at  
http://support.microsoft.com/kb/909520

B.	 Install	the	HID	Crescendo	mini-driver	performing	a	search	for	‘HID	Crescendo’	at	 
http://catalog.update.microsoft.com

For Crescendo C700, install the SafeSign middleware available from HID at  
http://www.hidglobal.com/crescendo.

By default, the SmartCardLogon and SmartCard User templates allow the user to select the CSP. It is 
possible to create your own template by duplicating one of the existing templates (for example, duplicate the 
Smart	Card	User	template	and	then	change	its	name	and	settings	to	use	a	specific	CSP	for	HID	Crescendo	
cards). 

http://support.microsoft.com/kb/909520
http://catalog.update.microsoft.com
http://www.hidglobal.com/crescendo
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Creating a Microsoft CA Enrollment station2.4 

In	some	deployments,	it	is	convenient	to	issue	smart	card	certificates	to	entities	other	than	yourself.	For	instance,	an	
Administrator	deploys	smart	card	certificates	to	all	employees	of	a	company.	In	this	scenario,	the	Administrator	should	
have	the	ability	to	issue	smart	card	certificates	to	all	persons	who	must	have	a	smart	card.	

For	Administrators	issuing	smart	card	certificates	to	entities	other	than	themselves,	they	set	up	a	so-called	
‘Registration	Authority	(RA)	station’	and	obtain	a	‘Enrollment	Agent’	certificate.	There	are	several	ways	to	retrieve	an	
enrollment	agent	certificate,	one	of	which	is	an	enrollment	agent	certificate	is	requested	and	installed	through	Internet	
Explorer.

Create an RA Station 2.4.1 
These are the steps to create an RA station:  

Install the drivers for your HID Crescendo card model as described in section 2.3. on the enrollment 1. 
machine

Install	all	the	necessary	smart	card	reader	drivers;2. 

Obtain	an	‘enrollment	agent’	certificate3. 1 (described in section 2.4.2).

1	To	enroll	for	a	smart	card	certificate	on	behalf	of	someone,	the	user	must	have	an	enrollment	agent	certificate.	The	smart	card	enrollment	agent	can	create	smart	cards	on	behalf	of	
any user, including an enterprise administrator. After the smart card is created, you can use it to log on to the domain with the credentials of the user for which it was created. Thus, it is a 
very	sensitive	role.	The	Enrollment	Agent	certificate	gives	administrators	control	over	which	user	accounts	can	create	enroll	for	smart	cards.	This,	in	combination	with	appropriate	physical	
security,	can	generate	a	great	deal	of	confidence	in	the	smart	card	generation	process.
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Request enrollment agent certificate2.4.2 

To	request	and	retrieve	an	enrollment	agent	certificate	through	Internet	Explorer,	start	the	browser	and	go	1. 
to the Microsoft CA homepage. Find this homepage at http://<machine-name>/certsrv/:

Figure	16:	Microsoft	Certificate	Services:	Welcome	

Select   Request	a	certificate
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This	opens	the	Request	a	Certificate	window:2. 

Figure 17:	Microsoft	Certificate	Services:	Request	a	Certificate

Select   advanced	certificate	request
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This	opens	the	Advanced	Certificate	Request	window:3. 

Figure 18:	Microsoft	Certificate	Services:	Advanced	Certificate	Request

Select   create and submit a request to this cA
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The	Advanced	Certificate	Request	window	opens:4. 

Figure 19:	Microsoft	Certificate	Services:	Advanced	Certificate	Requests

From the Certificate	Template list choose Enrollment Agent and ensure selecting microsoft Enhanced 
Cryptographic	Provider	1.0 or similar from the CSP list under Key options (as shown in Figure 19).

Click   Submit
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When	the	request	is	approved,	the	Certificate	Issued	window	opens:5. 

Figure 20:	Microsoft	Certificate	Services:	Certificate	Issued	

Download	the	enrollment	agent	certificate	onto	the	RA	station	by	clicking	  Install	this	certificate
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You	are	informed	when	the	certificate	is	successfully	installed:6. 

Figure 21:	Microsoft	Certificate	Services:	Certificate	Installed

Now	that	the	enrollment	agent	certificate	is	installed,	issue	smart	card	certificates	on	this	machine	and	
account in which you have an enrollment agent Digital ID.
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Enrolling a smart card user3 

After creating the RA station, as described in section 2.4,	you	are	ready	to	enroll	smart	card	certificates	for	domain	
users other than yourself. 

notes: 

Enrollment	for	a	smart	card	certificate	must	be	a	controlled	procedure,	in	the	same	manner	that	employee	
badges	are	controlled	for	purposes	of	identification	and	physical	access.	

The	recommended	method	for	enrolling	users	for	smart	card-based	certificates	and	keys	is	through	the	
Smart	Card	Enrollment	station	that	is	integrated	with	Certificate	Services	in	Windows	2003.	

Therefore, this chapter describes the process of how to enroll for a smart card user or smart card logon 
certificate	through	the	Smart	Card	Enrollment	Station.	This	process	is	likely	completed		by	your	system	
administrator.	As	a	user,	request	your	own	certificate	through	the	Microsoft	Certificate	Services	interface	on	
your	local	workstation.	In	this	case,	a	domain	user	cannot	enroll	for	a	Smart	Card	Logon	certificate	(which	
provides	authentication)	or	a	Smart	Card	User	certificate	(which	provides	authentication	plus	the	capability	
to	secure	e-mail)	unless	a	system	administrator	has	granted	the	user	access	rights	to	the	certificate	template	
stored in Active Directory.

From	the	enrollment	station	connect	to	the	‘Smart	card	Certificate	Enrollment	Station’	web	page	of	the	CA.

This smart card enrollment web page can be found at http://<machine-name>/certsrv/ where the 1. 
<machine-name> enter the machine name where you have installed the CA:

Figure	22:	Microsoft	Certificate	Services:	Welcome	

Select   Request	a	certificate
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This	will	open	the	Request	a	Certificate	window:2. 

Figure 23:	Microsoft	Certificate	Services:	Request	a	Certificate

Select   advanced	certificate	request
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This	will	open	the	Advanced	Certificate	Request	window:3. 

Figure 24:	Microsoft	Certificate	Services:	Advanced	Certificate	Request

Select   Request	a	certificate	for	a	smart	card	on	behalf	of	another	user	by	using	the	smart	card	
certificate	enrollment	station

The	Smart	Card	Certificate	Enrollment	Station	window	opens:4. 

Figure	25:	Microsoft	Certificate	Services:	Smart	Card	Certificate	Enrollment	Station
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note: If	you	encounter	an	‘ActiveX’	error	upon	connecting	to	this	page,	refer	to	section	3.1 for how to resolve 
this error. 

Under Enrollment options:

From the Certificate	Template drop-down list, choose Smartcard user

From the Cryptographic	Service	Provider drop-down list, select the CSP depending on your card model:
For HID Crescendo C200, select Microsoft Base Smart Card Crypto Provider•	
For HID Crescendo C700, select SafeSign Identity Client Standard Cryptographic Service Provider•	

Ensure	the	correct	Enrollment	Agent	certificate	is	selected	in	the	Administrator	Signing	Certificate	box.

Select a   user to Enroll by clicking the Select user button

Clicking on 5. Select user opens the Select User dialog:

Figure 26: Select user

Enter	the	user	name	in	which	you	are	enrolling	a	certificate	in	the	  Enter the object name to select 
field.	Click	check names verifying the entry. If valid, the username is highlighted. After you have 
verified	that	this	is	the	user	you	want	to	enroll	a	certificate,	click	oK.

Upon clicking 6. oK in the Select User dialog, you will return to the Smart	Card	Certificate	Enrollment	
Station window (Figure 25), where the user is selected and ready to be enrolled: 

Figure	27:	Microsoft	Certificate	Services:	Smart	Card	Enrollment	Station:	Enroll	

Click   Enroll	to	enroll	a	smartcard	user	certificate	for	the	user

Prior to clicking Enroll,	verify	the	user’s	token	is	inserted	into	the	smart	card	reader.
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no token inserted 
If no smart card is in the smart card reader, a dialog requests that the smart card be inserted2:

Figure 28: please insert the user’s smart card

Click   oK

During the enrollment process, you are prompted of a potential scripting violation:7. 

Figure 29:	Potential	Scripting	Violation:	Do	you	wish	to	request	a	certificate	now?

Click   yes

During the enrollment process, you are prompted to enter the token PIN:8. 

Figure 30 Enter card pin dialog

After entering the PIN, click   oK to continue.

2  This dialog also appears when you have inserted a smart card that is not supported by SafeSign Identity Client.
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After	the	certificate	request	has	been	made,	the	CA	will	sign	the	request	and	return	a	certificate.	This	9. 
certificate	is	automatically	placed	on	the	token.		You	may	be	prompted	about	a	potential	scripting	violation:

Figure 31:	Potential	Scripting	Violation:	Do	you	want	this	program	to	add	the	certificates	now?

Click   yes to continue

At the end of the smart card enrollment process you are informed about the fact the smart card is ready 10. 
for use:

Figure	32:	Microsoft	Certificate	Services:	Smart	Card	Certificate	Enrollment	Station:	Ready

You	can	verify	if	the	certificate	contains	the	correct	personal	information	about	the	user,	by	clicking	view 
Certificate	to	view	it.	You	also	have	the	opportunity	to	enroll	a	new	user,	by	clicking	new user. 
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ActiveX error message during certificate requests3.1 

When	visiting	some	CA	web	pages,	you	may	encounter	a	so-called	‘ActiveX’	error	This	error	is	caused	by	the	fact	that	
some ActiveX controls are not trusted within the Internet Explorer browser. As a result, you cannot view the page as it 
was	intended,	hence	you	cannot	enroll	a	certificate	from	that	page.

When visiting the web page of the Smart	Card	Certificate	Enrollment	Station,	you	may	encounter	such	an	‘ActiveX’	
error: 

Figure	33:	Microsoft	Certificate	Services:	An	ActiveX	control	on	this	page	is	not	safe

There	are	several	ways	to	resolve	this	issue.	Thus	guide	will	describe	a	scenario	that	configures	the	security	of	the	
Internet Explorer browser in such a way that it will accept the ActiveX control components. This implies that you do not 
have to follow the scenario we describe (as this entails bringing down the security of the Internet Explorer browser). A 
different solution may be better suited for your situation3.. 

note: Adding the Smart	Card	Certificate	Enrollment	Station page to the list of Trusted Sites does not work, as it 
does under Windows 2000.

Go to   Tools > internet options… to open the Internet Options dialog  

3		For	other	ActiveX	control	issues,	see	Knowledge	Base	article:	‘ActiveX	Error	Messages	Using	Certificate	Enrollment	Web	Pages	to	Enroll	a	Smart	Card	in	Internet	Explorer’,	 
http://support.microsoft.com/default.aspx?scid=kb;en-us;330211	and	Configuring	and	Troubleshooting	Windows	2000	and	Windows	Server	2003	Certificate	Services	Web	Enrollment,	
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/webenroll.mspx 

http://support.microsoft.com/default.aspx?scid=kb;en-us;330211
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/webenroll.mspx
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In the Internet Options dialog, select the 1. Security tab and Local intranet:

Figure 34: internet options: Security Local intranet

Click   Default	Level

Drag the slider to 2. Low decreasing the security level:

Figure 35: internet options: Security Local intranet: Low

Close this dialog by clicking   oK
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Reload	the	page	where	you	encountered	the	ActiveX	error.	You	will	be	prompted	to	allow	interaction	with	3. 
an ActiveX control:

Figure	36:	Internet	Explorer:	Do	you	want	to	allow	this	interaction?

Click   yes

The Smart	Card	Certificate	Enrollment	Station	page correctly displays.
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Troubleshooting smart card enrollment3.2 

There are a number of causes for when a smart card Enrollment fails. The most common errors and their possible 
cause are described.

Token is blank / uninitialized3.2.1 
When the token is blank and is not initialized, the following error displays:

Figure 37:	Smart	Card	Certificate	Enrollment	Station:	Unexpected	error	0x80100065

Check the status of the token with the Token Management Utility / Token Administration Utility. If the  
token	is	not	initialized,	you	should	initialize	the	token,	setting	a	token	label,	PIN	and	PUK.
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Token is unknown3.2.2 
When the token is not recognized, the following error displays:

Figure 38:	Smart	Card	Certificate	Enrollment	Station:	Please	insert	the	user’s	smart	card

Check the status of the token with the Token Management Utility / Token Administration Utility.  

If	‘Unknown	token’	displays,	verify:	
a)	the	token	type	is	supported	by	SafeSign	in	the	first	place	and	
b) if the token may not be recognized yet, in which case you can use the option ‘Query unknown 
token’	to	add	its	data	to	the	registry.	
note: This error also occurs when there is no token in the reader inserted at this point.



Crescendo Integration Guide  47A3-905, A.1

Microsoft Windows Server 2003 

Page 36 of 54 © 2008 HID Global Corporation.  All rights reserved December 1, 2008

Wrong CSP3.2.3 
When you have selected the wrong CSP (i.e. a CSP that does not correspond to the token you have 
inserted), the following error will be displayed:

Figure 39:	Smart	Card	Certificate	Enrollment	Station:	Insert	a	different	smart	card	or	select	the	appropriate	
cSp

Verify that the CSP you have selected from the Cryptographic Service Provider drop-down list  
corresponds to your card model:

For HID Crescendo C200, select Microsoft Base Smart Card Crypto Provider 

For HID Crescendo C700, select SafeSign Standard Cryptographic Service Provider 
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The token PIN is locked3.2.4 
When	the	PIN	of	the	token	is	locked,	you	will	be	notified	by	the	following	dialog:

Figure 40: Token locked: The token is locked

When you click oK, the following error will be displayed:

Figure 41:	Smart	Card	Certificate	Enrollment	Station:	Unexpected	error	0x8010006C

Check the status of the token with the Token Management Utility / Token Administration Utility. If the  
PIN is locked, you should be able to unlock it by means of the Unlock PIN feature.
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Key length setting3.2.5 
When	the	minimum	key	size	in	the	Certificate	Templates	(in	this	case,	the	Smart	Card	User,	Smart	Card	
Logon or your own custom template, based on these) has been set to a key length not supported by the 
token4, the software will nevertheless try to generate a key pair of this size and fail. The following error may 
be displayed:

Figure 42:	Smart	Card	certificate	Enrollment	Station:	Unexpected	error	0x80090020

4  In particular, if you are using a Java Card 2.1.1 card (such as a JCOP20).
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Check	the	Certificate	Template,	if	necessary,	edit	the	minimum	key	size	to	1024:

Figure 43: Smart card user Template properties: request handling

Enrollment rights 3.2.6 
When	the	Administrator	Signing	Certificate	is	not	available,	check	that	the	user	who	is	acting	as	the	 
enrollment	agent	has	an	enrollment	agent	certificate.

When	the	Certificate	Template	required	is	not	available,	verify	the	rights	of	the	enrollment	agent	on	the	 
desired template. The enrollment agent should have read and enroll rights on the template.
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Secure Logon 4 

You	can	use	your	HID	Crescendo	smart	card	to	log	on	to	a	Windows	domain	with	Windows	2000,	XP	and	
2003. 

When Windows logon via a smart card is activated and a valid PC/SC reader is found by the operating 
system, you will see a smart card reader icon at the logon prompt. Windows will ask you to log on, either 
by clicking cTrL + ALT + dEL and entering a username and password, or by inserting a smart card and 
entering a PIN (“Insert card or press Ctrl+Alt+Delete to begin”):

When the Windows logon prompt appears, insert / re-insert your HID Crescendo smart card 

When you insert your token, you will be asked to enter the PIN for your token:

Figure 44: Log on to Windows: pin

Enter the PIN of your HID Crescendo card and click   oK

When	your	credentials	have	been	verified,	Windows	will	start	up.

Stand-alone logon 
The procedure described above is Windows domain logon: you log on to a particular domain in 
which your computer is member.

In order to perform smart card logon to a stand-alone, local (Windows 2000 or Windows XP) 
computer, you will need a third-party application.
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Select Digital ID4.1 

If you are using an HID Crescendo C700 card containing more than one Digital ID suitable for smart card 
logon (either for the same domain or different domains), it is possible to select the Digital ID you want to use 
for smart card logon5.

note: To	enable	this	dialog	box,	a	Registry	key	should	be	modified	to	specify	the	seconds	this	
dialog is displayed. By default, this value is zero and the dialog is not displayed. Modify the DWORD 
DefaultKeyContainerSelection value found in the key [HKLM\Software\Microsoft\Cryptography\Defaults\
Provider\SafeSign Standard Cryptographic Service Provider] to the desired value.

When enabled, the user is prompted to select the Digital ID after entering the PIN for the token: 

Figure 45: Select digital id (winlogon.exe)

In the example, the token contains two Digital IDs suitable for smart card logon, one for a user named 
‘SafeSign’,	the	other	for	a	user	named	‘Mira’.	Both	Digital	IDs	are	used	to	logon	to	the	same	domain	(called	
‘w2k3domain’).	Note	that	it	is	possible	that	the	token	contains	two	(or	more)	Digital	IDs,	suitable	for	smart	
card logon, for different domains.

Select one of the Digital IDs for logon to log on as that user.

5			Implemented	from	SafeSign	version	2.3.2	onwards	(≥	2.3.2).



Crescendo Integration Guide  47A3-905, A.1

Microsoft Windows Server 2003 

Page 42 of 54 © 2008 HID Global Corporation.  All rights reserved December 1, 2008

Select	‘Always	use	this	Digital	ID’.	The	dialog	appears	at	log	on,	and	within	a	5	second	counter	the	login	
proceeds	with	the	selected	certificate:

Figure 46:Select digital id (winlogon.exe): Always use this digital id 

This functionality has been included to allow users to be aware if their token contains multiple Digital IDs for 
log	on	(should	they	want	to	switch	at	a	given	time).	This	counter	can	be	configured	in	the	registry6.

Smart Card Removal Behavior4.2 

For security reasons, enable smart card removal behavior. This means when a user removes their token from the 
smart	card	reader,	a	pre-defined	policy	is	activated	within	that	domain.

Smart	card	removal	behavior	is	defined	by	a	security	policy.	This	policy	determines	what	happens	when	the	token	for	
a logged on user is removed from the smart card reader. The options are:

No Action •	
Lock Workstation: the workstation is locked when the token is removed •	
Force Logoff: the user is automatically logged off when the token is removed •	

If	Lock	Workstation	is	specified,	then	the	workstation	is	locked	when	the	token	is	removed,	thereby	allowing	users	to	
leave their workplace and take their token with them, while still maintaining a protected session. This policy setting is 
described below.

Configuration of Smart Card Removal Behavior4.2.1 
Smart	card	removal	behavior	is	configured	on	the	Domain	Controller.	In	order	to	configure	the	smart	card	removal	
behavior for your domain, go to the domain Security policy	settings.	For	instance,	configure	all	computers	in	the	
domain, in addition to the Domain Controller7.

To open the domain Security policy settings, go to 
Start	>	Settings	>	Control	Panel	>	Administrative	Tools:

Figure 47: domain Security policy

6	In	order	to	enable	and	configure	this	functionality,	you	need	sufficient	administration	rights	to	edit	the	registry.
7	Do	not	confuse	this	with	the	Domain	Controller	Security	Policy	settings,	where	you	configure	the	Security	Policy	for	the	Domain	Controller.	
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When you have activated the domain Security policy settings, go to Local policies > Security options:

Figure 48: default domain Security Settings

In	the	right	pane,	you	will	find	‘Interactive	logon:	Smart	card	removal	behavior’,	which	is	be	default	‘Not	
Defined’.

Double-click	‘Interactive	logon:	Smart	card	removal	behavior’. 

The Interactive logon: Smart card removal behavior Properties dialog opens:

Figure 49:	Interactive	logon:	Smart	card	removal	behavior	Properties

Check   Define	this	policy	setting
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Define	a	policy	setting	for	the	behavior	for	when	a	token	is	removed	from	within	your	domain:

Figure 50:	Interactive	logon:	Smart	card	removal	behavior	Properties:	Define	this	policy	setting

There are three types of action to choose from:
no Action•	 :	no	action	will	be	taken	the	moment	a	token	is	removed	from	the	smart	card	reader;
Lock Workstation•	 : when a token is removed, the desktop will be locked until an Administrator or 
the	user	that	removed	the	token	unlocks	the	desktop	(by	inserting	the	token	and	entering	the	PIN);
Force Logoff•	 : when a token is removed, the user will be logged off from the current desktop.

Select the desired policy and click   oK
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The smart card removal behavior for the domain is now set.

Figure	51:	Interactive	logon:	Smart	card	removal:	Lock	Workstation

Be advised that it could take until the next Active Directory update before this policy will take effect.

Lock your computer4.2.2 
In order to lock your computer with your SafeSign Identity Client Token, remove the SafeSign Identity Client 
Token from the smart card reader. The computer will now be locked until you re-insert the token, and enter 
the PIN.

Unlock your computer4.2.3 
In order to unlock your computer with your SafeSign Identity Client Token, insert your token in the smart card 
reader (while the Computer Locked dialog is presented).

When you insert the token, you will be asked to enter the PIN for the token

Enter the PIN of your SafeSign Identity Client Token and click   oK

When	your	credentials	have	been	verified,	your	computer	will	be	unlocked.

If you enter an incorrect PIN while unlocking the machine, Windows displays the Computer Locked error 
dialog: “The computer is locked. Only [user name] or an administrator can unlock this computer.”



Crescendo Integration Guide  47A3-905, A.1

Microsoft Windows Server 2003 

Page 46 of 54 © 2008 HID Global Corporation.  All rights reserved December 1, 2008

Smart card removal4.2.4 
The GINA component (installed as part of the HID Crescendo C700 middleware) provides additional 
functionality with regard to smart card removal at log off / lock. When the user locks the computer or logs off, 
an audible and visual signal indicates to remove the card from the reader. The following dialog displays:

Figure 52:	SafeSign	GINA:	Remove	token

Unless the user removes their token, they are not logged off or the computer does not lock. 

To force the user to remove the card while locking the workstation or logging off, modify the registry key 
with the following values. Under DWORD DenyLockIfCardPresent / DenyLogoffIfCardPresent, change the  
values to 1 in the registry key [HKEY_LOCAL_MACHINE\SOFTWARE\A.E.T. Europe B.V.\SafeSign\2.0\
GINA]. By default, these values are zero and the user can lock the computer while leaving the card in the 
reader.

At logon time, unlock a token of which the PIN is blocked (section 4.2.5) and change the transport PIN of a 
token that has a transport PIN (section 4.2.6).

Unlock PIN4.2.5 
When the PIN is locked, you may unlock the PIN at logon. After entering the (locked) PIN at the Windows 
logon prompt, a dialog informs you that the token is locked, asking if you wish to unlock the token.

note: Unlock	the	PIN	in	two	ways:	with	PUK	or	secure	off-line	PIN	unlock	mechanism	(if	implemented).	If	the	
token	can	only	be	unlocked	by	the	PUK,	the	following	dialog	appears:

Figure 53: unlock pin

Enter	the	PUK	for	the	token	and	a	new	PIN	to	unlock	the	token 
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If secure off-line PIN unlock is implemented, the user is allowed to chose which method to use for unlocking 
the	PIN,	either	by	using	the	PUK	or	off-line	PIN	unlock:

Figure 54: unlock pin: Select method

When	selecting	‘Unlock	PIN	via	off-line	PIN	unlock’,	the	user	should	contact	the	designated	person	or	
department (for example, helpdesk) to obtain the necessary details for unlocking the PIN:

Figure 55: unlock pin: secure off-line pin unlock
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Change Transport PIN4.2.6 
When the token has a Transport PIN, you cannot logon with the token until the Transport PIN is changed. 

At logon, a dialog informs you that the token has a Transport PIN, asking if you want to change the Transport 
PIN. Select yes to change the Transport PIN:

Figure 56: change transport pin

Enter the Transport PIN for the token and enter a new PIN 
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Require Smart Card to Logon4.3 

Since the use of a username and password is inherently weaker than the use of a token with a PIN (two-factor 
authentication), a user should logon to the domain with a token and PIN instead of a username and password. 
When two-factor authentication is enforced, a user can only log on with a token and PIN. This security feature is only 
configured	on	a	per-user	basis.

When activating this policy for (domain) administrators, remove this feature after logging on to the Windows 2003 
server	with	the	same	smart	card.	You	can	also	remove	this	feature	with	another	smart	card	that	contains	a	correct	
certificate	for	the	domain	administrator.

To	configure	a	user	in	Active	Directory	to	only	log	on	to	the	domain	with	a	token,	go	to	Start > Settings > control 
panel > Active	Directory	Users	and	Computers:

Figure 57:	Active	Directory	Users	and	Computers

In the Active	Directory	Users	and	Computers console, go to [your domain name] > users: 

Figure 58:	Active	Directory	Users	and	Computers:	Users

Double-click	the	user	you	wish	to	configure	the	‘require	smart	card	to	logon’	policy.	 
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This opens the Properties dialog for the user:

Figure 59: properties: general

Open the   Account tab

In the Account tab, select Smart	card	is	required	for	interactive	logon:

Figure 60: properties: Account

Click   oK

The user now only uses a token for interactive logon.
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Troubleshooting Windows XP Logon 4.4 

Logon message possible cause remedy

The card supplied requires 
drivers that are not present on 
this system.

Please try another card.

No CSP is found corresponding 
to the ATR of the inserted card.

Verify if SafeSign Identity Client is 
(properly) installed and if SafeSign 
Identity Client supports the token. 
Use the Token Management Utility / 
Token Administration Utility to check 
if the token is recognized.

The system could not log you 
on. The requested keyset does 
not exist on the smart card.

The token is not initialized.

The token does not contain a 
Digital ID.

Use the Token Management Utility 
/ Token Administration Utility to 
initialize the (blank) token.

Use the Token Management Utility / 
Token Administration Utility to check 
if the token contains a Digital ID.

The system could not log you 
on.	The	smartcard	certificate	
used for authentication was not 
trusted.

Revocation checking has failed1.

The token inserted does not 
contain a Digital ID valid for log 
on purposes.

Verify if the token contains a Digital 
ID that is suitable for Windows 
logon.

The system cannot log you on 
due to the following error: The 
parameter is incorrect.

The token inserted does not 
contain a Digital ID valid for the 
domain.

Verify if the token contains a Digital 
ID that is suitable for the domain.

The system could not log 
you on. An incorrect PIN was 
presented to the smartcard.

The PIN for the token you 
inserted, is not correct.

Use the Token Management Utility / 
Token Administration Utility to check 
the status of the PIN. Token > Show 
Token Objects will show the status 
of the PIN. 

Enter the correct PIN.

The system could not you log on 
and the smartcard is blocked2.

The PIN for the token you 
inserted, is locked.

Use the Token Management Utility / 
Token Administration Utility to check 
the status of the PIN. Token > Show 
Token Objects will show the status 
of the PIN.

Unlock the PIN.

The system could not log you 
on.	Your	credentials	could	not	be	
verified.

The	root	certificate	for	the	Digital	
ID	presented	cannot	be	verified.

Verify	if	the	root	certificate	is	
available and registered in the 
Trusted	Root	Certificate	Authorities	
certificate	store.

Obtain	the	root	certificate	(chain).

1	Failing	to	find	and	download	the	Certificate	Revocation	List	(CRL),	an	invalid	CRL,	a	revoked	certificate,	and	a	revocation	status	of	“unknown”	are	all	considered	revocation	failures.

2	The	SafeSign	‘Token	is	locked’	dialog	will	also	appear.
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Smart card logon errors 
Also refer to:

Knowledge	Base	article	‘Guidelines	for	Enabling	Smart	Card	Logon	with	Third-Party	
Certification	Authorities’:	http://support.microsoft.com/default.aspx?scid=kb;en-us;281245

Checklist	‘Deploying	smart	cards	for	logging	on	to	Windows’:	http://www.microsoft.com/technet/
prodtechnol/windowsserver2003/library/ServerHelp/17a1f58e-b176-4389-ab45-6aa3a314b5ef.
mspx 

Or	search	for	‘smart	card	logon’	on	the	http://www.microsoft.com web site.

http://support.microsoft.com/default.aspx?scid=kb;en-us;281245
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/17a1f58e-b176-4389-ab45-6aa3a314b5ef.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/17a1f58e-b176-4389-ab45-6aa3a314b5ef.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/17a1f58e-b176-4389-ab45-6aa3a314b5ef.mspx
http://www.microsoft.com
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The original version of this guide was written by A.E.T. Europe B.V and this version is based on document ID1.

SafeSign is a trademark of A.E.T. Europe B.V. All A.E.T. Europe B.V. product names are trademarks of A.E.T. Europe 
B.V. All other product and company names are trademarks or registered trademarks of their respective owners.

A.E.T.	EUROPE	B.V.	HEREBY	DISCLAIMS	ALL	WARRANTIES	AND	CONDITIONS	WITH	REGARD	TO	THE	
INFORMATION	CONTAINED	HEREIN,	INCLUDING	ALL	IMPLIED	WARRANTIES	OF	MERCHANTABILITY,	
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT SHALL A.E.T. 
EUROPE	B.V.	BE	LIABLE,	WHETHER	IN	CONTRACT,	TORT	OR	OTHERWISE,	FOR	ANY	INDIRECT,	SPECIAL	
OR	CONSEQUENTIAL	DAMAGES	OR	ANY	DAMAGES	WHATSOEVER	INCLUDING	BUT	NOT	LIMITED	TO	
DAMAGES RESULTING FROM LOSS OF USE, DATA, PROFITS, REVENUES, OR CUSTOMERS, ARISING 
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF INFORMATION CONTAINED IN THIS 
DOCUMENT.
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